FR -

A\

- "
)

<)

HageXHasd NnpaBoBan NnoaaepiKa

<[lncbmMo> MuHobpHaykn Poccmn ot 14.05.2018
N 08-1184
"O HanpasBneHnn nHpopmaumm”
(BMecTe ¢ "MeToANYEeCKMMN peKoMeHaaunsaMm o
pa3sMeLleHN Ha MHPOPMALIMOHHbLIX CTEeHAAX,
o1UManbHbIX MHTEPHET-CaUTax n Apyrux
MHMOPMALIMOHHBIX pecypcax
06LLLe0bpa3oBaTeNbHbIX OpraHn3aLUnn U OpraHos,
OCYLLIECTB/ISAOLUMX YrpaB/ieHne B cepe
obpa3oBaHus, MHPOpMaLMmM 0 6e30rnacHOM
noBeaeHnUnN N NCMoSIb30BaHUK ceTn "NIHTepHeT")

[okyMeHT npefoctasnieH KoHcynbTaHTIINIOC
www.consultant.ru

[ata coxpaHeHnus: 17.07.2018


http://www.consultant.ru/
http://www.consultant.ru/
http://www.consultant.ru/

MWHUCTEPCTBO OEPA30BAHUSA U HAYKU POCCUUCKON ®EOEPALINA

OENAPTAMEHT rOCYAAPCTBEHHOM MONIUTUKU B COEPE
OBLLEro O6PA30BAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UH®OPMALINA

[lenapTaMeHT rocynapCTBEHHON NONUTUKK B cchepe obLiero obpasoBaHust MuHobpHaykm Poccun HanpasnseT
Ana ceBefeHust paspaboTaHHble BpemeHHol komuccuenn CoBeta Pepepaumn no passuTMio MHGOPMALMOHHOIO
obLecTBa METOAMYECKME PEKOMEHAALNN O pa3MeLLEHNN Ha MHPOPMALMOHHbIX CTeHAax, opuumanbHbIX MHTEPHET-
canTax n Apyrux MHPOpMaLMOHHBIX pecypcax obLeobpasoBaTenbHbIX OpraHmM3aLmii U OpraHoB, OCYLLECTBSIOLLNX
yrnpaBneHue B ccoepe obpasoBaHus, nHdpopmarmm o 6e3onacHoOM NoBeAeHUU U UCnonb3oBaHuMm cetn "HtepHeT".

OuvpexTop [enaptameHTa
A.E.TIETPOB

MpunoxeHue

METOONYECKWUE PEKOMEHOALIMA
O PASMELLEHMN HA UH®OPMALIMOHHbIX CTEHOAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U APYTNX UH®OPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFTAHU3ALMA N OPTAHOB, OCYLLECTBIAIOLMX
YNPABNEHWE B COEPE OBPA30BAHUA, UH®OPMALIMN O BE3ONMACHOM
NOBEAOEHUM N UCNNONb3OBAHUN CETU "MHTEPHET"

Okcneptamm u uneHamyn BpemeHHon komuccum CoeTa depepaumy No pasBuUTUO MHGOPMALMOHHOMO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHAaLUUi napnameHTCKux crnywaHin "AKTyarnbHble BOMpockl obecneveHuns
6e30nacHOCTU U pa3BUTUSA AeTel B MHOPMaLMOHHOM NpocTpaHcTBe", koTopkle npolwnn B Coeete ®enepaunm 17
anpens 2017 r., 6binv pa3paboTaHbl METOOUYECKNE PEKOMEHAALIMM O Pa3MeLLEHNN HAa MHAOPMALMOHHBIX CTeHAAX,
ocdmumanbHbIX MHTEPHET-caiTax U OPYrux MHOPMaLMOHHBLIX pecypcax obLieobpa3oBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLECTBMSAOLWMX ynpaBneHne B cdepe obpasoBaHus, WHGopmauum o Be3onacHoOM MOBeAeHUN U
ncnonb3oBaHun cetn "MIHTepHeT" (danee - METOAMYECKNE PEKOMEHOALMN).

MeTognyeckme pekoMeHaauuu HarmpasneHbl Ha KayecTBEHHOEe MOBbIEHNE YPOBHA WHAOPMAaLMOHHOM
AesiTeNbHOCTU 06LLEeo6pa3oBaTenbHbIX OpraHM3auuii M OopraHoB, OCYLLECTBISIOWMUX ynpaBrneHne B cdepe
06pa3oBaHus, B 4acTu MHDOPMUPOBAHUS YYaLLIMXCS, UX poauTeneit (3aKoHHbIX NpeacTaBuTenei) U nearorniyeckmx
paboTHMKOB 06 OCHOBHBIX acrneKkTax MHOPMaLNOHHOK Ge3onacHoCTU.

MeToauyeckve  pekomeHgauuMm  MoO3BONAT  o6OuweobpasoBaTenbHbIM  OpraHMsaumMsamM U opraHam,
OCYLLECTBMAIOLWMM ynpasneHue B cdepe obBpasoBaHus, akTyanuM3npoBaTtb YXKe MCNofb3yemMble U pa3MeLLeHHble
WHPOPMaLIMOHHbIE MaTepuansl, Tak WU MOAroOTOBUTbL UX B Cly4ae WX OTCYTCTBUS C Y4ETOM NyYLUMX MPaKTUK U
pekomeHaaunin.

B pamMkax meToamyeckux pekomeHgaummn paccmaTpuBaroTcs criegyrolme UHCTPYMEHTI:

1. MHbOPMALUNOHHBIE CTEHADI;

2. ohuumanbHble UHTEPHET-PECYpPChl;

3. cpeAcTBa MaccoBoy MHopMaL MK (LUKONbHbIE ra3eThl, Negarormiyeckue UsgaHus u gpyrue).

UHdopmaunoHHble cTeHAabI
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Ha wuHdopmauuoHHbIX cTeHgax B 00weobpasoBaTenibHbIX OpraHu3auusx, pacrosfiokeHHbIX B dowe
YYPEXOEHMN M B KabOWHETax, OCHALLEHHbIX MepPCOHaNbHbIMU YCTPOMCTBaMM AN Bbixoda B ceTb "MIHTepHeT",
pekoMeHayeTCa pasMecTuTb WH(OPMaLMOHHbIE MNaMATKW, COAEepXKallume OCHOBHble COBETbl MO obecneyeHuto
NMHOpMaLMOHHON 6Ee30MacCHOCTN y4aLLUXCS.

B npunoxeHun N 1 Kk meTogMyeckMMm pekoMeHgaumsim npeacrtaeneH obpasel naMsaTky Ans pasMeLleHnst Ha
MH(OPMAaLIMOHHBIX CTEHAAX.

CpeacTtBa MaccoBon nHcopmauum

B cpegctBax maccoBoin MHGOPMaLMK, OPUEHTUMPOBAHHbLIX Ha O0y4aroLMXCS, PEKOMEHAYETCSA B TeYeHue
y4yebHOoro roga perynsipHo nybnukoBaTb MHGOPMALMOHHbIE MaTepuarnbl, NMOCBALLEHHbIE OTAENbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a Takke pasnnyHblie NaMaTkM obLLEero xapakrepa.

B cpeactBax MaccoBor MHGOPMALMK, OPUEHTUPOBAHHBLIX Ha nefarormvyeckyto  obLLEeCTBEHHOCTb,
pEeKOMeHAYeTCA B TeYeHWe KaneHOapHoOro roga perynspHo nybnukoBaTb WHGOPMaUMOHHbIE MaTtepuansl,
MOCBSILLEHHbIE OTAENbHBIM acrnektaMm MHGOPMAaLNOHHOM 0e30NacHOCTM Kak HEeCOBEPLUEHHONMETHUX, Tak U
obuieobpa3oBaTenbHbIX OpraHMsauuMii, a Tawkke pasnuyHble naMsaTkn, o0630pbl  HOPMAaTMBHO-MPaBOBOMO
perynupoBaHuns aHHOWM cdpepbl U MHpOPMaLMIO O akTyarbHbIX MEPONPUSATUAX U COOLITUSAX B AaHHOM cdepe.

B xoge npoBegeHus EanHoro ypoka no 6e3onacHoct B ceT "MIHTepHeT" pekoMeHayeTcs o6ecneynTb BbiMyck
TemaTn4eCcKoro BbiMycka cpeacTsa MaccoBon nHopmaummn nnbo cepun nydénmkaummn, cpeam KoTopbiX pacCMOTPeTb
OpraHM3oBaHHblE MEPONPUATUS Ans 06ydaloLmxcs, Ux poamTenen (3akoHHbIX NpeacTaBuUTeENen) U negarormyeckon
06LLEeCTBEHHOCTM.

OdmumnanbHble UHTepHeT-pecypchl
O6Lleobpa3oBaTenbHbIM  OpraHu3auussM pekoMeHOyeTcs Ha cBoux oduumanbHblx WHTepHeT-pecypcax

obecneuntb YHKUMOHMPOBAHME CaMOCTOSATENbHOrO W crneuvanuanpoBaHHoro pasgena "MHdopmaumoHHas
6©e30nacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHne criegyowen Hopmaumm:

N Pasgen/nogpasgen | ®opmaTt npeacTaBneHust CopepxxaHvne maTepumarnos
MaTepuanos
1. |JNokanbHble Konuu 0oKyMeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOpMaTMBHLIE akTbl B | opmaTte *PDF CKaHUPOBAaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
MHGOPMAaLIMOHHOM napameTpamM CKaHMPOBaHUS.
©esonacHocTn PasmeLlaoTca JOKYMEHTHI,
oby4yarowmxcs pernaMeHTpylLLne opraHm3aumio u

paboTy C nepcoHanbHbIMU LAHHBIMMU,
nnaHbl MeponpusaTUA No obecnevyeHunto
WH(OpMaLMOHHOW Be3onacHoCTH
oby4yarowmxcs u gpyrue.

2. |HopmatusHoe Konuun 0oKymMeHTOB B My6nukytoTCcs akTyarnbHble CBEAEHUSA O
perynupoBaHue ¢opmarte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax OpraHoB BnacTu 1 gpyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTbI,
pernameHTupyowwmne obecneyeHne
WHOpMaLMOHHOW Be3onacHoCTH
HecoBepLleHHoneTHuX. [lonyckaeTcs
BMECTO KOMUI pa3meLlaTb rMnepcChiiikn Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OpraHoB rocyapCTBEHHOM BNacTu.

3. lNeparornyeckum TekcT Ha cTpaHuue Pasmewatotcs metoandeckue
paboTHMKam canra pekoMeHAauumn 1 ykasblBaeTcs
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Konun ookymeHTOB B WMHopMaLINGA O MepPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpaBfeHHbIX Ha
nosblLLEeHNE NHOPMALMOHHOM
rPaMoOTHOCTW NeJarorn4eckux paboTHNKOB.

4. | Oby4yarowmmes TekcT Ha cTpaHuue PasmeluaeTcsa nHdopMaLNOHHaa namMmsTka
camnTa (npunoxenue N 2) n ykasbiBaeTcs
MHopMaLINSA O MepPONPUATUSIX, MPOEKTax
1 nporpaMmmax, HanpasfieHHbIX Ha
noBblLLEeHNE NHOPMaLMOHHOM
rPaMoTHOCTM 0By4YatoLmnXCs.

5. |Pogutenam (3akoHHbIM | TEKCT Ha cTpaHuLe PasmellaeTtcs nHgopmalmoHHasa namaTka
npeacTaBuUTENsaM) camnTa (npunoxeHue N 3).
obyuvarowmxcsa

6. |[Hetckune 6esonacHble | TeKCT Ha CTpaHuLe PaameluaeTtcsa nHdopmaums o
canTbl canTa peKoMeHAyeMbIX K UCMOMb30BaHUIO B

y4eBGHOM npouecce 6e3onacHbIxX canTax,
BGaHHepbl 6e30NacHbIX 4ETCKUX CalNTOB.

OpraHam, OoCyLLeCTBASIOWNM yripaBneHue B cepe obpa3oBaHus, pekoMeHAyeTCs Ha CBOMX oduLManbHbIX
NHTepHeT-pecypcax obecneuntb (YHKLUMOHMPOBaAHWE CaMOCTOATENbHOMO W CheLuanusvupoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTb pa3MeLleHue cnegyowen nHopmaumm:

Mpunoxexne N 1

NAMATKA ]
ANS OBYYAIOLLMXCSA OB UH®OPMALIMOHHOW BE30MACHOCTM AETEM

HENb3A

1. Bcem nogpsa coobuiate CBOK YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadumn cBou, CBOEN CEMbU U ApY3en);

2. OTKpbIBaTb BMNOXeHHblE hannbl 3NEKTPOHHOW NOYThLI, KOr4a He 3Haellb OTnpaBuTens;
3. MpybuTb, NpuampaTbCs, Oka3bliBaTb AaBreHNEe - BeCTU cebst HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikancst AeHbramu TBoer ceMbn 6e3 paspelleHns cTapLlumnx - Bcerga crnpaluvsav pogutenen;

5. He BcTpeyvanca ¢ NHTepHeT-3HAaKOMbIMW B pearnbHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaelwb o cebe Henpaeay B VIHTepHeTe - cooBLUu 06 3TOM CBOMM POAUTENSIM Un
oneKyHaMm;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPbL, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue dannos B VIHTepHeTe - BOPOBCTBO;

4. Bcerpa paCCKa3bIBaﬁ B3pPOCI1bIM O npo6nemax B CETU - OHM BCerga rnomMmoryT;
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5. Wcnonb3yin HacTporikm 6e3onacHOCTU M NPUBATHOCTM, YTOObI HEe MOTEPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonbk3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha Hero;
3. OTKpbIBal TONbKO T€ CChISIKA, B KOTOPLIX YBEPEH;
4. O6LiaTbcs 3a MOMOLLbIO B3POCHbIM - POAUTENU, ONEKYHbl U aAMUHUCTPaLUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" M NONYyYN NacnopT L pPoBOro rpaxxgaHuHal

Mpunoxexne N 2

MHOPOPMALIMOHHAA NAMATKA
AnsA ObYYAKOLKUXCA ANnA PASMELLEHNA
HA OOULUNAIBbHBLIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXWN B UHTEPHETE CTaHOBUTBLCA GOrblue, a LWIKOSMbHUKM OOHU U3 CaMbiX aKTUBHbIX
nons3osarenen PyHeta. Mexagy TemM, TOMUMO OrpOMHOIO KONTMYECTBA BO3MOXHOCTEN, UHTEPHET HECET 1 Npobnemsl.
OTa namsaTka gosmkHa nomoyb Tebe 6e30nacHoO HaXO4UTLCS B CETU.

KomnbloTepHble BUpPYCbI

KomnbloTepHbIA BUPYC - 3TO Pa3HOBMOHOCTb KOMMbIOTEPHBLIX NPOrpaMM, OTINYUTENBHOW OCOBEHHOCTLIO
KOTOPOW SIBNSIeTCA CMOCOBHOCTb K pa3aMHOXEHUI0. B gononHeHne K aTomy, BUPYCbl MOTYT MOBPEAUTL UMW MOSNTHOCTbLIO
YHUYTOXUTb BCe halinbl M AaHHble, MOOKOHTPOIbHbLIE MOMb30BAaTENO, OT MMEHW KOTOpPOro OGbina 3anylieHa
3apaxeHHas nporpaMmma, a Takke NoBpeauTb UMW JaXe YHUYTOXUTb OnepaLyoHHY0 CUCTEMY CO BceMu dannamm
B LenoM. B 6onbLUMHCTBE CryvaeB pacrnpoCTPaHSItOTCS BUPYChl Yepe3 NHTEPHET.

MeToabl 3aLWuTbl OT BPEAOHOCHBIX MPOrpaMm:

1. VlCFIOJ'Ib3yIZ COBpeMEHHbIe oOnepaunoHHble CUCTEeMbl, UMerolne cepbesan?l ypoB€Hb 3alinTbl OT
BPE€OOHOCHbIX NMporpamMm;

2. TocTosHHO ycTaHaBnMBan navtv (LMdpoBble 3annaTky, KOTOpble aBTOMATUYECKU YCTaHaBMBAKTCA C
uenbto aopaboTku nporpaMmmbl) U gpyrue oGHOBMNEHWUSI CBOEN OnepaumMoHHOM cucTembl. CkaumBanm MX TOMBKO C
odmumansHoro cavita paspabotunka OC. Ecnuv cylecTBYeT pexvMm aBToOMaTU4eckoro o6HOBINEHMS, BKIOYM ErO;

3. PaboTan Ha cBoeMm KOMMNbOTEPE Noa npaBamMu noJjib3oBaTtesnd, a He agMUHUCTpPaTopa. OTO He no3BonuT
6OJ'II:IJJI/IHCTBy BPeAOHOCHbIX nporpaMm MHCTanMpoBaTbCA Ha TBOEM NepCoHarlbHOM KOMMbIOTEPE,

4. Vcnonb3yn aHTUBUPYCHble MporpaMMHble MPOAYKTbl WU3BECTHBLIX NPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBnNeHnem 6as;

5. OrpaHnyb M3n4ecKnin 4OCTYN K KOMMNbIOTEPY ONS1 MOCTOPOHHUX JULL;

6. Vicnonb3yn BHelHWe HoCUTeNn MHopMauum, Takme Kak dnetuxka, AMCK unu gann n3 MHTepHeTa, TorbKO
N3 NPOBEPEHHbLIX UCTOYHMKOB;

7. He oTKpblIBai KOMMNbOTEPHbIE (halnbl, NONyYeHHbIE N3 HEHaAEXHbIX MCTOYHMKOB. [laxe Te dannbl, KoTopble
npucnan TBOM 3HaKoMbIl. Jlyylle yTo4HM y Hero, oTnpasnsan nu oH Tebe ux.

Cetn WI-FI
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Wi-Fi - aTO He BMA nepedayn OaHHbIX, HE TEXHOMNOrns, a Bcero nuub OpeHp, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apernctpupoBana 6peHg "WECA", yto o6o3Havano crioBocoveTaHue "Wireless
Fidelity", koTopbIn nepeBoauTCcs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyrad abbpesumaTypa, KOTOpasi SABMASETCS TaKOW Xe TexHonorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHme ObiNo AaHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TexHUKkM Hi-Fi, yto
B NepeBoje 03HayaeT "BbICOKas TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kadbe, OTENsX 1 asponopTax ABNAETCs OTIMYHON BO3MOXHOCTbIO BbIXOA4a
B MHTepHeT. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHele Wi-Fi ceTu He aBnsitoTcs 6e3onacHbIMu.

CoBeTbl N0 6e3onacHOCTH paboTbl B 06LWenocTynHbIX ceTax Wi-fi:

1. He nepepaBai cBOW nu4yHy0 unHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAMTbL Naponu A4OCTyna, NOrMHbl U Kakne-To HOMepa;

2. Vicnonb3yi n 06HOBMAN aHTUBUPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambim Tol 06e3onaculb cebs ot
3aKayku BMpyca Ha TBOE YCTPONCTBO;

3. Mpwu ncnonbsoBanmm Wi-Fi oTkntoum doyHkumto "O6Lwmin goctyn K darnnam un npuHTepam”. JaHHas dyHKUns
3aKkpbiTa MO yMOMYaHuo, O4HAKO HEKOTOPbIE NONb30BaTENN aKTUBUPYIOT ee Ans yaobcTea Mcnonb3oBaHus B paboTe
unu ydebe;

4. He ncnonb3yn nyonmyHeii WI-FI ans nepegaym nuyHbiX AaHHbIX, HANpMMEpP ANst BbIXo4a B cOLManbHble
CETU UINKN B 3NEKTPOHHYIO MOMTY;

5. Ncnonb3yin Tonbko 3auwmueHHoe coeauHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTknoum dyHkuuio "MMogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMAaTMYECKOro NOAKIMYeHNst ycTponcTea k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTn

Coumaanb|e CeTN aKTUBHO BXOOAT B HaAWy XWU3Hb, MHOrne nogu pa60Tar0T N XMBYT TaM MNMOCTOAHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorne nonb3oBaTeny He MOHMMAIOT, YTO MHAOPMALMS, pa3MeLleHHass MU B COUMarbHbIX CETSX, MOXET ObiTb
Ha|7|,u,eHa M ncnosmnb3oBaHa KeM yrogHo, B TOM 4ucrne He obsa3aTenbHO ¢ 6narumm HaMepeHnamu.

OcHoBHbIe coBeTbl N0 6e30NacHOCTU B colManbHbIX CETSX:

1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baxX HE OOMKHO ObiTb CIy4alHbIX U HE3HAKOMbIX NIOOEN;

2. 3awmiian CBOK YacTHYH u3Hb. He ykasbiBam naponu, tenedoHbl, agpeca, aTy TBOEro poXaeHus u
OPYryro NUYHY0 MHopMauno. 3NoyMbILNEHHUKU MOTYT UCMOMb30BaTh Aaxe UH(OPMaLM0 O TOM, Kak Tbl U TBOU

poauTenn nnaHnpyetTe NpoBeCTU KaHUKYIbI;

3. 3awuwain ceoto penyTauuio - epXun ee B YUCTOTe U 3adaBail ceGe BoMpoc: xoTen Gbl Thl, YTOObLI Apyrue
nonb3oBaTenu BUAenu, YTo Tbl 3arpyxaellb? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanncaTb U 3arpy3uThb;

4. Ecnv Tbl roBOPULLb C NOABMW, KOTOPbIX HE 3Haellb, He UCMOMb3yi CBOE pearibHoe UMS U OPYryo NNYHYH0
NHOpMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306paeH Ha MeCTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMOMOXEHNE;

6. MNpu peructpauun B coLmansHo ceTm HeobXoanMMo UCMOoMbL30BaTh CrOXHbLIE Naponu, cocTosLmne 3 Byks
N UM U C KONMMYECTBOM 3HAKOB He MeHee 8;

7. [Ins coumanbHOM ceTn, NoYTbI U apyrux caToB HE0OX0AMMO MCMOMb30BaTb pa3Hble naponu. Torga ecnun

KOHcyanaHTI'Imoc www.consultant.ru CtpaHuua 6 n3 15

HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/

TeOs B3NOMaloT, TO 3MT0YMBILLNIEHHMKIN NoNyYaT A4OCTYN TONbKO K O4HOMY MECTY, a He BO Bce cpasy.
OneKTPOHHbIe AeHbIn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YOOOHbIN cnocob nnaTexen, OAHAKO CYLLECTBYOT MOLUEHHUKW, KOTOpbIe
XOTSIT NONYYNTb 3TU AEHBLIN.

3J'IeKTpOHHbIe OeHbrm noAasunnMcb coBcemMm HegaBHO M MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcresax oo CUX
Nnop He NponncaHo Npo HUX B 3aKOHax.

B Poccum e oHM pyHKLMOHMPYIOT M O HUX YXKe NPOMnncaHo B 3aKOHe, rae Ux pasgensitoT Ha HeCKOsbKO BUOOB
- dHOHMMHbIe N HE aHOHUMMHBLIE. Pa3Hv|u,a B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbLIX pa3pellaeTca npoBoaAnUTb
onepauun 663 VIJJ,eHTVICbI/IKaLLI/IVI nonb3oBaTtenid, a B HEaHOHMMHbIX I/I,EI,eHTI/I(bVIKaLI,I/Iﬂ nonb3oBaTend dABldAeTCHd
obsi3aTenbHON.

Takke cnegyetr pasnuuatb 3MNEKTPOHHbIe puaTHble OeHbrM (paBHbl FOCYAApCTBEHHbIM BanioTam) U
3NEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl FTOCYAapCTBEHHBIM BanoTam).

OcCHOBHble COBETbI MO Ge3onacHom pa60Te C 3J1EeKTPOHHbIMU OEHbramMmu:

1. NpuBsXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbIN M BLICTPBIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cueTy. [NpuBsA3aHHbIN TenedgoH MOMOXeT, ecnu 3abyaellb CBOW MNaTeXHblA Napofb UMW 3aidellb Ha canT C
HEe3HaKoOMOro yCTPONCTBa;

2. Vcnonbayit ogHopasoBble naponu. Mocne nepexoda Ha yCUIeHHYH aBTopusauuio Tebe yxe He GyaeT
yrpoXaTb OMNacHOCTb KpaXku UNu nepexeara nrnaTexHoro napons;

3. Beibepu cnoxHbin naponb. [pecTtynHukam 6yaeT He NpocTo yragaTb CrOXHbIM Naponb. HagexHsle naponu
- 3TO Naponu, KOTopble coaepXxaT He MeHee 8 3HaKOB M BKIOYAlOT B cebs CTPOYHbIE U MPONUCHbIE BYKBbI, LMAPbI 1
HECKOIbKO CMMBOJIOB, Takue Kak 3HaK fonnapa, oyHTa, BOCKNMUaTenbHbIn 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOU NMYHbIE JaHHbIE HA CanTaX, KOTOPbIM HE AOBEpPSELb.
AneKkTpoHHasA no4ta

ONEeKTPOHHasA noyta - 3TO TEXHOMOrMSA W NpefocTaBnsemMble et YCryru Mo Mepechisike U Nony4eHuto
SMEKTPOHHbIX COOOLLEHNIA, KOTOpble pacrnpenenstoTcsi B KOMNbioTepHon ceTu. OBbIYHO 3MEKTPOHHBIN NOYTOBBIN
AWMK BbIFMAAUT cregylowum obpa3oM: UMSA_Mnonb3oBaTena@ums_aoMeHa. Takke Kpome nepegadv npocToro
TeKcTa, UMeeTCs BO3MOXHOCTb nepeaasaTh ansibl.

OcHoBHble coBeThbl N0 6e3onacHon paboTe ¢ INEeKTPOHHOW NOYTOMN:

1. Hapo BbiGpaTb NpaBUIbHbIN NOYTOBLIV CepBUC. B MHTEPHETE ecTb OrPOMHBI BbIGOp GecnnaTHbIX NoYTOBbIX
CEepBMCOB, 0QHAaKO y4lle JOBEPSTb TEM, KOro 3Haellb M KTO NepBbiil B peATUHTE;

2. He ykasbiBan B MMYHOM no4YTe NWUYHYO  uHdopmaumio. Hanpumep, nydwe BbibGpaTb
"My3blkanbHbI_daHat@" nnm "pok2013" BmecTto "temal3";

3. |/|Cﬂ0ﬂb3y17I OBYX3TarnHy aBTOpPM3alunio. 3T0 KOrga NoOMUMO napona Hy>KHO BBOAUTL KOA, I'IpVICbIJ'IaeMbIﬂ no
SMS;

4. Bbibepu crnoxHbin naponb. [Ons kakgoro noyYToBOro ALWMKa AOSMPKEH OblTb CBOW HAOEXHbIW, YCTOMUYUBBIN K
B3NOMY Naporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NUYHbIN BOmnpoc, MCI'IOﬂb3yl7I 3TY BO3MOXHOCTb;

6. Micnonb3yi HECKOSbKO NOYTOBbLIX ALWMKOB. [epBbIn ANA 4acTHOW Nepernucku ¢ agpecatamMu, KOTOpbIM Thl
AoBepsiellb. DTO ANEKTPOHHbIV agpec He Hado UCMONb30BaTh NPY perncTpauumn Ha hopymax u cantax;

7. He oTkpblBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCrv OHW NpuULINu oT TBomx Apy3en. Jlyuuwle
YTOYHM Y HUX, OTNPABNSANN N1 OHW Tebe aTn dawnebl;
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8. lNocne okoH4YaHusa paboTbl HA NOYTOBOM CepBUCE Nnepen 3akpblTUeM BKNaakM ¢ cantoM He 3abyab HaxaTtb
Ha "Bbintun".

KnGepOynnuHr unu eupTyanbHoe n3geBaTeNnbCTBO

KubepbynnuHr - npecrnegoBaHne cooblieHnsiMu, coaepXalluMMm OcKOpOneHusi, arpeccuio, 3anyrvBaHue;
XYNUraHcTBO; coumansHoe GONKOTMPOBAHME C MOMOLLbIO Pa3fNNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 Bbopbbe ¢ knbepOynnmMHrom:

1. He 6pocaiicsa B 60oi. Jlyywmii cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €CNIN HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavyane ycnokoutbcs. Ecnu Tl HavyHelb oTBeYaTb OCKOPONeHNAMN Ha ockopbneHns, To TOMNbKo
ewle bonblue pasoxekellb KOHNKT;

2. YnpaBnsan cBoewn knbeppenyTaunen;
3. AHOHUMHOCTb B Ce€TU MHMMas. CyLlecTBYOT cnocobbl BbIICHUTb, KTO CTOUT 3@ @aHOHMMHbIM akkayHTOM;

4. He cTtouT BECTU XynuraHckuin obpas BUPTyanbHOM XU3HWU. VIHTEepHET (pukcupyeT BCe TBOM OENCTBUS U
COXpaHsieT nx. Yganutb ux 6ygeT kpaviHe 3aTpy4HUTENbHO;

5. CobGniogaii cBOK BMPTYaribHYH YeCTb CMOJIOAY;

6. VrHopvpyn eauHuyHbin HeratmB. OgHOpasoBble OCKOPOMTENbHbIE COOBLIEHMS Nnydlle WrHOpUpOBaThb.
OO6bIYHO arpeccus NpekpaLlaeTcs Ha HavanbHON CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLUEHWAMW, B COLMAmNbHbIX CETAX €eCTb
BO3MOXHOCTb B6OKMPOBKM OTNPaBKM COOBLLEHNI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBnagetens knbepbynnuHra. TBOM OeNCTBUSA: BbICTYNUTL NPOTUB NpecnegoBaTtens, nokasaTb emy,
4YTO ero AenCTBUS OLEHMBAIOTCS HeraTMBHO, NOAAEpXaTb XXepTBY, KOTOPOW HyXHa MCUXOSorM4eckast noMoLlb,
CooOLWWTL B3POCSbIM O (hakTe arpecCUBHOrO NOBeAEHUS B CETU.

Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTdOHbI U NnaHWweTbl cogepxaTt B cebe BnonHe B3pocnbi PYHKUMOHanM, 1 Tenepb OHU
MOrYT KOHKYpPUpOBaTb CO CTaLUOHapHbIMK koMMbloTepamn. OgHako, CPeAcTB 3alumThbl Ang nogobHbIX YCTPOMCTB
noka odeHb mMano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUBHO, Kak angd MK, 1o xe
camoe KacaeTcsl U MOBUIbHbBIX MPUMOXEHUNA.

CoBpeMeHHble MoburbHbIe Bpay3sepsbl yxke NPakTUYeCcKkn 4orHanM HacTonbHbIE aHanoru, ogHako paclumpeHme
yHKUMOHarna BreYeT 3a coboi GONbLLYIO CNOXHOCTb M MEHbLUYIO 3aLLMLLEHHOCTD.

[Janeko He BCe NPON3BOAUTENN BbiNycKaloT OOHOBNEHUS, 3aKpbIiBalOLLMe KPUTUYECKME YA3BUMOCTU A8 CBOMX
YCTPOWCTB.

OcHoBHble coBeTbl AN 6e3onacHOCTN MOBUMBLHOro TenedoHa:

Huyero He sBnsetcs no-Hactosiwemy 6GecnnatHelM. Byab ocTopoxeH, Befb korga Tebe npegnaratoT
6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAaKMe-TO MaTHbIE YCIyru;

Oyman, npexge yem otnpaBute SMS, boTo nnm Buaeo. Tl TOYHO 3HaeLLb, rae OHU ByayT B KOHEYHOM uTore?
Heobxoaumo oOHOBNATH ONepauMoHHY0 CUCTEMY TBOEro cMapTdOHa;
Ncnonb3yi aHTMBUPYCHbIE NPOrpaMmbl ANs MOBUMbHbBIX TenedgoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOrYT cofepXxaTb BpeAoHOCHOe
nporpammHoe obecnedeHue;

lMocne Toro kak Thbl BeIMAELWb C canTa, r4e BBOAWI JNIMYHYIO MHGOPMALMIO, 3ainan B HAacTporkn Gpaysepa u
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yaanu cookies;
Mepuropmnyeckn nNpoBepsiv, kKakne nraTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUIBLHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HAELUb U KOMY AOBEpPSELLb;

Bluetooth gomxeH GbITb BbIKITIOYEH, KOr4a Thl UM HE Nonb3yellbcd. He 3abbiBan MHOraa npoBepsiTb 3T0.
Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KPAco4YHble, 3axBaTbiBalOLLME pa3BrieYeHNs, 00 beaUHSIIOLLIME COTHU ThICHY
YeroBek Mo Bcemy Mupy. Urpokm nccrnenyroT OaHHbIA UM MUp, obLLaroTcs Apyr C APYroM, BbINOMHAKT 3adaHus,
cpaatoTcsl C MOHCTpPaMU U MosyyatoT onbIT. 3a yOOBOMbLCTBUE OHW MAATAT: NOKYNatT ANCK, ONnavynMBaoT aboHEMEHT
unm npuobpeTaroT Kakme-To onuumn.

Bce atu cpegctBa vayT Ha noAgdepaHMe M pasBuMTME Wrpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUMCTEMbl aBTOPM3aLMK, BbIMYCKalOTCA HOBble NaTyu (UMpoBbLIe 3annaTku ANs nporpamm),
3aKpbIBAOTCSA YA3BUMOCTY CEPBEPOB.

B nogoGHbIx nrpax CTout onacaTtbCA HEe CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro UIPOBOrO akkayHTa:
1. Ecnu gpyron urpok Beget cebs nnoxo nnv cosgaet Tebe HenpuATHOCTU, 3abNOKUPYM ero B CNINCKE NIPOKOB;

2. I'Io>+<any|7|c:ﬂ adMUHUCTPaTopaM Urpbl Ha NJ1oxXoe noBeaeHne 3Toro Urpoka, XernarteribHO NPUIioXnTb Kakne-
TO AOKas3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nuyHyto nHcopmauuio B npodaine mrpel;

4. YBaxai gpyrmx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnmBamn HeodmumanbHble naTym U MOabl;

6. Vicnonb3yit cnoXHble 1 pasHble Naponu;

7. Daxe BO BPEMS Urpbl HE CTOUT OTKNOYaTh aHTUBMPYC. MoKa Tl UrpaeLlb, TBOW KOMMbIOTEP MOTYT 3apasuTb.
PULIMHI UNU KpaXa NIMYHbIX AaHHbIX

OO6bI4HOM Kpax(eVl eHer 1 OOKYMEeHTOB CerogHA YyxXe HUKOro He yamseuulb, HO C pa3BUTUEM UHTEPHET-
TEXHOMOrnm 3J10YMbILUNEHHUKN NepeMeCTUIIMCb B MHTEPHET, U NpoAOoIKaT 3aHUMaTbCA "NobmuMbIM" Aenom.

Tak nossunacb HoBasi yrposa: UHTEPHET-MOLLUEHHUYECTBA NN OULLIMHT, rMaBHas Lernb KOTOPOro COCTOUT B
nonyvyeHun KoHduaeHUnanbHbIX AaHHbIX nonb3oBaTenen - norMHoB 1 naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ puLnHIOM:

1. Cnepgu 3a cBoUM akkayHTOM. Ecnin Tbl nogo3speBaelub, YTO TBOSI aHKkeTa Oblna B3rnomaHa, To Heo6xoaumo
3abnokupoBaTh €€ 1 COOOLLMTb agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vicnonb3yn 6e3onacHble BeO-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoB M NMOUCKOBLIX CUCTEM;

3. Mcnonb3yi crnoxHble U pasHble naponu. Takum obpasoM, ecrnv Tebs B3NOMatoT, TO 3M0YMbILLNEHHUKM
ronyyaTt AOoCTyn TONbKO K 0AHOMY TBOEMY NPOUIo B CETU, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoanMo NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B OpPY3bsX, O TOM, 4YTO Tebs B3romanu 1, BO3MOXHO, OT TBOEro MMeHu GydeT paccbinaTbCa Cnam WU CCbINKU Ha
(O1LLMHIOBbIE CaThl;
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5. YctaHoBM HagexHblv napornb (PIN) Ha MOBUnbHLIV TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, AaXe eCnv OHW NpULINKn oT TBOMX Apy3en. Jlyuwe
YTOYHMW Y HUX, OTNPABISANN N1 OHW Tebe 3Tn dannebl.

LundpoBas penytauus

LincbpoBas penyTtaums - 9T0 HeraTMBHasa unu Nno3nTMeBHasa nHdopmMaums B cetu o Tebe. KomnpomeTtupytouas
WHpopmauuns, pasMeLleHHasa B MHTEPHETE, MOXET cepbe3HbiM 06pa3oM OTpasnUTbCs Ha TBOEW peanbHOWM >KU3HW.
"LincppoBag penytauma” - 370 TBON UMUK, KOTOPbIN chopMupyeTcs us nHgopmarmm o Tebe B MHTEPHeTE.

TBOe MecTO XuTenbcTBa, yd4ebbl, TBOE (PMHaAHCOBOE MOMNoOXeHne, 0COBEHHOCTM xapakTepa W pacckasbl O
OGrM3KKNX - BCE 3TO HaKannMBaeTcsl B CETU.

MHorMve nNOAPOCTKM NErkOMbICNIEHHO OTHOCATCA K MyOnukaummM nudHoW WHdopmaumm B WMHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMIA. Thl aXe He CMOXeLlb goragaTtbCsl O TOM, 4To hoTorpadus, pasmeLleHHasa 5
neTt Hasaf, ctana npuynHOM oTkasa NpuHATbL Teba Ha paboTy.

KommeHTapuwn, pasmelleHue TBomx oTorpadum n gpyrme AerncTeBnus MOryT He UCHE3HYTb axe nocrne Toro,
Kak Tbl MX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHWn 3Ty MHopmaumio, nonana nvM oHa B MOWCKOBblE CUCTEMbI U
COXpaHunacb 1 OHa, a rnaBHOoe: YTO NogyMaloT o Tebe oKpykatoLme Niogn, KoTopble HaWayT U yBUAAT 3T0. HanTtu
MHAOPMaLMI0O MHOFO fleT CNyCTA CMOXeT ntobon - kak n3 gobpbix NOGYXAeHWN, Tak U C HAMEePEeHUeM NPUYUHAUTL
BpeA. ATO MOXET ObITb KTO YrOAHO.

OcHOBHble COBETLI MO 3almTe LMPOBON penyTaumm:
1. NMogyman, npexae 4em 4TO-TO NY6nMKoBaTh U NepedaBaTh y cebs B 6riore nnv B coumnanbHON ceTy;

2. B HacTpovikax npoduns ycTaHOBW OrpaHNYeHns Ha NPOCMOTP TBOEro NPOnNSA 1 ero COAEPXXUMOro, caenan
ero Tonbko "gnsa gpysen”;

3. He pa3meluaii 1 He ykasbiBaii MHGOpMaLWo, KOTopasi MOXET KOro-iMbo 0CKopGNsTe UK 06KaTb.
ABTOpCKOe npaBo

CoBpeMeHHble LUKOMbHUKK - akTUBHbIE MOMb3oBaTeny UMdpPoBOro npocTpaHcTea. OgHako Aaneko He Bce
3HalOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COOGCTBEHHOCTb" OTHOCUTCS K pasnMyHbiM TBOPEHMSIM YENOBEYECKOro yma,
HauMHas C HOBbIX M300peTeHun N 3HakoB, 0603HaYaLWLMX COOCTBEHHOCTb Ha MPOAYKTbI U YCMyrK, U 3akaH4MBas
KHuramu, dotorpadmamm, KWHounbMamMmum 1 My3sblkanbHbIMU NPOU3BEAEHNAMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHY COBCTBEHHOCTb Ha NPOM3BEAEHUS HAYKW, NMTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYMNalT B KAYECTBE rapaHTMKU TOrO, YTO MHTEMMEKTYarnbHbIA/TBOPYECKUI TpyL
aBTopa He ByaeT HanpacHbIM, AacT eMy cnpaBefvBble BO3MOXHOCTY 3apaboTaTb Ha pe3ynbTatax CBOero Tpyaa,
MoNy4nTb W3BECTHOCTb W Npu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMPOU3BOAUTL €Ero
npou3BefeHne, pacnpocTpaHsiTe, Ny6NMYHO AeMOHCTpUpoBaThb, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B MpoKar,
Ny6nMYHO UCMONHATB, NMOKa3bIBaTL/UCMONHATL B achmpe unu pasmellatb B VIHTepHeTe.

WNcnonb3oBaHue "nupatckoro” nporpaMMHoro obecriedeHnss MoXeT NMPUMBECTU K MHOMMM puUckam: OT MoTepu
OaHHbIX K TBOMM akkayHTam o G6noKMpOBKM TBOEro YCTPOWCTBA, rae ycTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takxke 3abblBaTb, YTO CYLLECTBYIOT feranbHble U 6GecnnaTtHble NporpamMmmbl, KOTOPbIE MOXHO HalTW B CeTW.

O noprane

CeTeBI/I‘-IOK.pd) - TBOW IMaBHbIN COBETUYMK B CETU. 34€Cb Thbl MOXELLb Y3HaTb O 6€e30nacHOCTUN B CETU NMOHSTHBIM
N OOCTYMNHbIM A3bIKOM, @ NMpu BO3HUKHOBEHUN KpMTI/I‘-IGCKOVI cutyauum O6paTl/|TbCF| 3a coBeToM. A Takke NMPUHATb
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yyacTue B KOHKypcax M cTaTb CambiM LIMPPOBBLIM rpaxkaaHnHoM!

MpunoxeHne N 3
NAMATKA Ons POOUTENENA O6 MH®OPMALIMOHHOW BE3ONACHOCTU OETEU

OnpepgeneHne TepMuHa "MHdopmaunoHHast 6esonacHocTb aeten" cogepxutca B PegepanbHom 3akoHe N
436-03 "O 3awmute geten oT MHMOPMAaLMK, NPULUHAIOWEN Bpen WX 340POBbI0 U PasBUTUIO", PErynmpyroLnm
OTHOLLUEHMS, CBSA3aHHbIE C 3aLUUTON AeTen OT UHOPMaLMK, NMPUYMHSIIOLLEN Bpea UX 340POBbI0 U (Mnn) pa3BuTuio.
CornacHo gaHHOMY 3akoHY "MHdopMaLmoHHas 6e3onacHOCTb AeTeln" - 3TO COCTOSAHME 3aLLMLLEHHOCTH, MPU KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHbIA C MPUYMHEHMEM WHAOPMaLMen Bpeda WX 340POBb0 M (M) U3NYECKOMY,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-©3 nHdopmaumen, NpuUmMHAOLLENA Bpea 340POBbIO U (MNK) pasBUTuo
aeten, sBnsaeTcs:

1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHns cpeav aeTen;

2. vHdopmauus, pacnpocTpaHeHWe KOTOPOW OrpaHMYeHO cpeau AeTen onpedeneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHus cpean AeTen, OTHOCUTCS:

4. nHdopmaums, nodyxaatowas AeTen K COBEPLUEHUIO AENCTBUNA, NMPEACTaBMASIOWMX YrPO3Y NX XKU3HN 1 (Mnn)
3[0pOBbLIO, B T.4. MPUYMHEHMIO Bpeaa CBOEMY 300POBbIO, CAMOYOUNCTBY;

5. cnocobHOCTb BbI3BaTb Y AETEW XenaHme ynotpebutb HapKOTUYECKME CPeACTBa, MCUXOTPOMHbIE U (MrK)
odypmaHuBalowme BellecTBa, TabayHble U3Oenusi, ankorofibHyl W CNMpTOCOoAepXKallylo NpoayKLuio, NMUBO U
HaMWUTKN, M3roTaBfMBaeMble Ha €ro OCHOBE; MPUHATbH y4acTMe B as3apTHbIX Urpax, 3aHMMartbCsi NPOCTUTYLMER,
OpOaSKHUYECTBOM MM NONPOLLIANHNYECTBOM;

6. 060CHOBbIBaOLLASA UK OMNpaBAblBaOLLas A0MNYCTUMOCTb HACKUIUA U (UNn) XKECTOKOCTM NMBo nobyxaatoLLast
OCYLLECTBMNATb HACUNBCTBEHHbIE AENCTBMSA MO OTHOLLEHUIO K JIIOOAM U XKUBOTHbIM;

7. oTpuuatoLlas ceMeiHble LEHHOCTU U hopMupyloLLas HEyBaXeHUE K poanTensam u (Mnu) Apyrum YneHam
cemby;

8. onpasAbiBaroLlada npoTneonpaBHoe nosegeHne;

9. copepkallas HeLleH3ypHYH BpaHb;

10. cogepxawasn nHcpopmaumo nopHorpacmyeckoro xapakrepa.

K nHdopmaLmm, pacnpoctpaHeHe KOTOPOK OrpaHNYeHo cpean AeTeln onpeaeneHHoro Bo3pacTa, OTHOCUTCS:

1. I/IH(*)OpMaLI,VIFI, npeacrasndaemMas B suae I/I306pa)KeHVIFI nnn onncaHma XecTtokoCTH, (bM3VI‘-IeCKOFO n (I/IJ'IVI)
NCUXMNYECKOro Hacunua, npectynneHna nnn nHoro aHTMOOLLIECTBEHHOIO AENCTBUS;

2. BbI3bIBalOLLas y AeTeN CTpax, YKac Unv naHuky, B T.4. npeacTaBnsiemasi B Buae n3obpaxeHusi Unuv onucaHus
B YHWXalOLLEeN 4ernoBeyveckoe [AOCTOMHCTBO (DOpME HEeHacUrbCTBEHHOW cMepTu, 3aboneBaHusi, camoybuincTea,
HecYacTHOro criyyasi, aBapuv unu katactpodbl 1 (UNn) Ux NocneacTBul;

3. npefncrtaensiemas B BuAE W300paXeHUst MMM OMUCAHMS MOMOBbIX OTHOLUEHUN MeXZy MY>XYMHOW U
YKEHLLINHOM;

4. coaepxallas 6paHHbIe CnoBa " BblpaXeHnd, He OTHOoCALLneCA K HeLl,eH3ypHOI7I 6paHl/I.
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C yuetom 3atoro Bam npegnaratoTcs npasBuna paboTbl B ceT MHTepHeT AN pasnuyHbiX BO3PACTHbIX
KaTeropui, cobrnofeHne KOTopbIX NO3BONUT 06ecneyunTb MHPOPMaLIMOHHYIO 6e30NacHOCTb BalUMX AETEN.

O6wue npaBuna gnsa pogurenen

1. He3zaBucnmo o1 Bo3dpacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoLiee punbTpoBaTb
N KOHTPONMpOBaTb UH(pOPMALIMIO, HO HE NofaranTecb MNOMHOCTLIO HA Hero. Bawe BHMMaHWe Kk pebeHKy - rmaBHbIN
MEeTOA 3alUnTbI.

2. Ecnn Baw pebGeHoK MMeeT akkayHT Ha ofgHOM u3 coumanbHbix cepsucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENBHO N3y4YnTE, KaKyt0 MHCPOPMaLMIO MOMELLAIOT €ro YYaCTHUKM B CBOMX NPOUIaxX u
6riorax, Bknoyasi otorpadun 1 BUAeEO.

3. MNpoBepbTe, C KAKMMK OPYrMMY canTamm CBsI3aH counanbHbin cepuc Baluero pebeHka. CtpaHnykn Bawero
pebeHka MoryT 6bITb Ge3onacHbiMW, HO MOTFYT U COAEPXaTb CChIMKW Ha HexenaTenbHble U OnacHble CanThbl
(Hanpumep, NOPHOCANT, UM CalT, HA KOTOPOM APYr YNOMMHAeT HOMepP COTOBOro TenedoHa Bawero pebeHka nnm
Baw pgomaluHum agpec)

4. MoolpsiTe Bawwmx geTelt coobuiate 060 BCEM CTPaHHOM WM OTTamNKUBAIOLLIEM U HE CIULIKOM OCTPO
pearvpynTte, koraa oHu 9TO AenatoT (U3-3a onaceHusl NOTepPsTb AOCTYN K VIHTEPHETY AETW He TOBOPSAT poaUTENsIM O
npobrnemax, a Takke MOryT Ha4aTb UCMOMb30BaTb MIHTEpPHET BHE AoMa W LLKOSbI).

5. byabTe B Kypce ceTeBou xun3Hu Bawero pebeHka. NHTepecynTech, KTO nx Apy3bs B VIHTEpHET Tak Xe, Kak
NHTepecyeTechb pearnbHbIMW APY3bSMU.

BospacTt ot 7 no 8 netr

B WHTepHeTe pebeHok cTapaeTcs NocCeTUTb T€ UNKN UHblE CalTbl, @ BO3MOXHO W 4aTbl, paspeLleHne Ha
noceLlyeHne KOTopbIX OH He nonyyun 6el oT poguTenen. Noatomy pogutensam ocobeHHO nonesHbl ByayT Te OTYETH,
KOTOpble NPefoCTaBNATCA MporpaMMamMy Mo OrpaHuYeHuto ucnonb3oBaHus WHTepHeTa, T.e. Pogutenbckun
KOHTPOIb MM TO, YTO Bbl CMOXETE yBUAETb BO BpPEMEHHbIX dhannax. B pesynbTate, y pebeHka He ByaeT owyLieHus,
YTO 3a HUM BedeTCs NOCTOSAHHBIN KOHTPOSb, OAHAKO, poanTenu byayT no-nNpexHemy 3HaTb, Kakme canTbl moceLlaeT
nx pebeHok. [letn B AaHHOM Bo3pacTe 06nagatoT CUbHLIM YYBCTBOM CEMbW, OHU JOBEPUUBLI U HE COMHEBAalOTCS B
aBToputeTax. OHM noBAT urpaTb B CeTeBble Urpbl U NyTelwecTBoBaTb N0 VIHTEPHETY, UCMONb3YSA 3MEKTPOHHYIO
MOYTY, 3aX04NTb Ha CanTbl N YaTbl, HE PEKOMEHAOBaHHbIE POAUTENSAMM.

CoBeTbl N0 Be3onacHocTu B ceTn IHTepHeT ans aeten 7 - 8 net

1. Cospganite CNMCOK OOMALLHUX NpaBun noceweHna WMHTepHeTa npu ydactum getenr n Tpebyite ero
BbINOJSTHEHUS.

2. Tpebyvite ot Bawero pebeHka cobnogeHns BpeMeHHbIX HOPM HaxoXaeHUs 3a KoMnboTepom. Mokaxute
pebeHky, 4To Bbl HabnogaeTe 3a HUM He nNoTomy 4To Bam 370 XoueTtcs, a notomy 4to Bbl Gecrnokoutech o0 ero
6Ge3onacHOCTM 1 Bcerga rotoBbl €My MOMOYb.

3. KomnbloTep ¢ nogknioveHnem K UMHTepHeTy OOormkeH HaxooutbCcs B obwen KoMHaTe nog NpuCMOTPOM
poguTtenen.

4. |/|Cﬂ0ﬂb3yIZTe cneunanbHble OeTCKMne NonckoBble MaLLUNHbI.

5. Wcnonb3ynte cpeactBa OMNOKMPOBaHMSA HEXeNaTernbHOro KOHTEHTa Kak OOMOMHEeHWe K CTaHgapTHOMY
Poautensckomy KOHTPOTIO.

6. Co3paiite ceMenHblln 3NEKTPOHHbIN AWK, YTOObI HE NO3BONUTL AETSIM UMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam ¢ OecnnaTHbIMU MOYTOBBLIMU SILLMKAMU C MOMOLLb COOTBETCTBYHOLLENO
NporpaMmMHoOro obecneyeHus.

8. MNpuyunte geten coBeToBaThCsa C Bamu nepepn onybnukoBaHMEM Kakon-rmbo MHGOpMauMn cpeacTBamm
3MEKTPOHHOM NOYThI, YaTOB, PErMCTPALMOHHBLIX OPM U NPOUnen.
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9. Hayuute pgeTten He 3arpyxaTtb hannsl, nporpammMbl Unmn Mysblky 6e3 Baluero cornacus.
10. He paspeluarite AeTM UCNonb3oBaTh CryX0bl MTHOBEHHOrO 06MeHa coobLLeHnsaMm.

11. B "Genbin" cnucok canToB, paspelleHHbIX AMfsi MOCELleHUs, BHOCUTE TOMbKO CaWTbl C XOpOLUewn
penyTaumen.

12. He 3abbiBanTe 6ecenoBatb ¢ AeTbMU 00 uX Apy3bsx B VIHTepHeTe, kak ecnv Obl peyb LWa o0 Apy3bsX B
pearnbHON XU3HMU.

13. He penawite "taby" n3 BONpocoB NOMOBOW XWU3HW, TaK Kak B VIHTepHeTe geTn MOryT nerko HaTKHyTbCS Ha
nopHorpaduio unm canTsl "gns B3pocnbix”.

14. Mpwuyuute Bawero pebeHka coobiatb BaM O MobbIX yrpo3ax Unn TpeBorax, CBsA3aHHbIX ¢ IHTEpHETOM.

OcTaBantecb CNOKOMHLIMU M HAaNOMHUTE AEeTAM, YTO OHM B Ge30MacHOCTX, ecriv caMm pacckasanu Bam O CBOUX
Tpesorax. [loxBanuTe ux 1 NOCOBETYNTE NOLONTU eLle pa3 B NOAOOHbIX Cny4vasix.

BospacTt getenn ot 9 fo 12 ner

B gaHHOM BO3pacTte OeTn, KakK npaBuro, Yyxe HaclbillaHbl O TOM, Kakad VIHCbOpMaLI,MFI CywiecTByeT B
MHTepHeTe. COBepLIJeHHO HOpMarsibHO, YTO OHWU XOTAT 3TO yBMAOETb, NPOYECTb, YCIbIllaTb. npl/l 3TOM HY>XHO NMOMHUTb,
YTO OOCTYN K HexenaTtesibHbIM MaTtepuanamMm MOXHO J1erko 3a6ﬂOKVIpOBaTb npu nomMoLlin cpencTse Poawntenbckoro
KOHTPOJIA.

CoBeTbl No be3onacHocTu ansa geten ot 9 oo 12 net

1. Co3pgante cnNMCOK OOMALUHMX NpaBun nocewleHuss MIHTepHeT npu ydactum peten mn tpebynte ero
BbINOMHEHWS.

2. TpebyiiTe oT Baluero pebeHka cobnogeHst HOPM HaXOXOEHNS 3@ KOMMbIOTEPOM.

3. Habnogante 3a pebeHkom npu paboTe 3a KOMMbLIOTEPOM, MOKaxutTe emy, 4To Bbl Becnokoutecb 0 ero
6e30nacHOCTU 1 BCerfa rotoBbl OkasaTb eMy NOMOLLb.

4. KomnbtoTep ¢ nogkntodeHnem B WHTEpHET OOSMKEeH HaxoguTbCca B oOLier KoOMHaTe Mo MpUCMOTPOM
poautenen.

5. V|CI'IOJ'Ib3yI7ITe cpenctea 6J'IOKI/IpOBaHI/IF| HeXenaTeNlbHOro KOHTeHTa KaK AOMNOoJfIHeHue K CTaHOapTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

6. He 3abbiBaliTe npvHUMaTb HEMOCPEACTBEHHOE yvacTue B Xu3HW pebeHka, becegoBaTtb ¢ AeTbMM 06 MX
Opy3bsax B VIHTepHeTe.

7. HactamBawTe, 4Tobbl 4€TU HUKOTAA HE COrMnallannch Ha NMYHbIE BCTPEYU C Apy3bsamu no MHTepHeTy.

8. Mo3BonsanTe AeTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3ganTe BMECTE C HAMWN.

9. MNpuyynte geTen HUKOrga He BblAaBaTb NIMYHYO MH(OPMaLUMIO CpeacTBaMmn SMEKTPOHHOM NOYThI, YaToB,
CUCTEM MIHOBEHHOIO 0OMeHa COOBLLEHNSIMU, PErUCTPALIMOHHBIX DOPM, NMNYHBIX Npodhmuner n Nnpu perncTpauum Ha

KOHKypchl B IHTepHeTe.

10. Mpuyynte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHns. OGbsCHUTE UM, YTO OHWU MOTYT
Crny4anHO 3arpy3uTb BUPYChbl U OpYyroe HexenaTensHoe nporpaMMHoe obecneveHue.

11. CosganTte Bawemy pebeHKy orpaHMYeHHYI0 YY4ETHYIO 3anuch Ansi paboTbl HA KOMMNbIOTEPE.

12. MpuyuunTe Bawero pebeHka coobwaTe Bam O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanomHuTe getsam, 4to oHM B 6€30MacHOCTU, eCN caMy pacckasarnu BaMm O CBOUX TPEBOrax U OMaceHusix.

13. PacckaxuTte getam o nopHorpacum B VIHTepHeTe.
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14. HactanBante Ha ToMm, 4YTOObI AeTU NpeaoCTaBnsaAnn BamMm JOCTYN K CBOEN 3NEeKTPOHHOW NoyTe, YToObl Bbl
ybeannucb, Yto OHN He OOLLa0TCA C HE3HAKOMLLaMM.

15. OObsICHUTE OeTsIM, YTO Henb3si UCMOoJIb30BaTb CETb ANs XYJIUraHCTBa, PacnpoCTPaHEHUs! CNeTeH Unu
yrpos.

Bo3spacTt geten ot 13 go 17 net

B aTOM BO3pacTe NoOpOCTKM aKTMBHO UCMOMb3YHOT MNOUCKOBLIE MALLVHbI, NOMb3YTCS 3IEKTPOHHOW MOYTOMN,
cnyx6amy MrHOBEHHOTO oOMeHa COODLLEHUSAMW, CKauMBaloT My3blky M cunbmbl. ManbyvMkam B 3TOM BO3pacTe
Gonblue Mo HpaBy CMeTaTb BCE OrPaHWYEHUsl, OHU XKaxayT rpybGoro oMopa, asapTHbIX Wrp, KapTUMHOK "ans
B3pocnbIx". [eBouykM npednounTaloT oblaTtbcs B YaTax, Mpu 3TOM OHM ropasdo 6onee 4yBCTBUTESIbHbI K
ceKkcyanbHbIM JoMoraTenscTsam B MiHTepHeTe.

3auacTyio B JaHHOM BO3pacTe poauTensm yxe BeCbMa CMOXHO KOHTPONMPOBaTb CBOUX AETeNn, Tak kak 06
MHTepHeTe OHM yxe 3HalT 3HauuTenbHO Oonblue CBOMX poauTenen. Tem He MeHee, He OTnyckanWTe geTen B
"cBob6ogHOE NnaBaHue" no MIHTepHeTy. CTapanTech akTUBHO y4acTBOBaTb B 00LleHNM pebeHka B VIHTepHeTe.

BaxHo no-npexHeMy cTporo cobniwogate npaBuna WHTepHeT-6e30macHOCTM - COrnalleHne Mexay
poauTenamu n getbMu. Kpome T0ro, HE06X0AMMO Kak MOXHO Yalle NpocMaTpmBaTb OTYETbI O AeATENbHOCTM AeTeN
B UHTepHeTe. Cnegyet obpatuTb BHMMaHWE Ha HEOBXOOMMOCTb CoAepXaHust POAUTENbCKUX napornen (naponewm
aAMVHUCTPATOPOB) B CTPOroM CeKpeTe 1 06paTuTb BHUMaHNE Ha CTPOroCTb 3TUX Naponemn.

CoBeTbl N0 Be3onacHoCcTK B 3ToM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK OOMAaLUHMX MpaBuIl nocelwleHnst VIHTepHeTa npy yyYacTuvM NogpoCTKOB U TpebynTe
6e3ycnoBHOro ero BoinonHeHns. O6roBopuTe ¢ pebeHKOM CNMCOK 3anpeLleHHbIX CanToB ("4epHbln cnmcok”), Yachl
paboTbl B IHTepHeTe, pykoBOACTBO MO 00 eHnto B IHTepHeTe (B TOM Yncrne B YaTax).

2. KomnbtoTep ¢ NoAaknioveHnem k cetm NHTepHeT JOoMmKeH HaxoamMTbCs B obLen KomHaTe.

3. He 3abbiBavite 6ecegoBath ¢ 4eTbMu 00 Ux Apy3bsx B IHTEpHETE, O TOM, YEM OHU 3aHATbI Takum 06pasom,
OyAaTo peyb aeT o0 Apy3bsaX B pearnbHOW xun3Hn. CnpalumBanTte o noaax, ¢ KOTopbiMy AeTn 00LLanTCa NOCPeaACcTBOM

cnyx6 MrHoBeHHOro obmeHa coobLieHnsaMY, YTOObI y6eanTbCs, YTO 3TK NI0AN UM 3HAKOMBbI.

4. V|CI'IOJ'Ib3yI7ITe cpeacTtea 6J'IOKI/IpOBaHVI$| HeXenaTeNlbHOro KOHTeHTa KaK AOMNOJfIHeHue K CTaHO4apTHOMY
PO,D,I/ITeJ'IbCKOMy KOHTPOJIO.

5. Heobxoammo 3HaTb, kakuMmu YaTamu nonb3ytoTcs Bawwm getu. MNoolwpsiiTe ncnonb3oBaHue MogepUpyeMbIX
4YaToB U HacTauBaWnTe, YTOObl A4eTW He 06Lanncb B MPUBATHOM PEXUME.

6. HactauBawite Ha TOM, 4TODbI A€TW HUKOTAA HE BCTPEYanvchb MYHO C ApY3bSMU U3 CETU VIHTEpHET.
7. Mpuyynte OeTeil He BbldaBaTb CBOK NUYHYO MHOPMaLMIO CpeacTBamMU 3MEKTPOHHOM MOYTbI, 4aTos,
CMCTEM MIHOBEHHOro obMeHa COOBLLEHNAMU, PETMCTPALIMOHHBIX (OOPM, NMMYHBIX NPOcUNENn 1 NpU perncTpaummn Ha

KOHKypcChl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Balwero paspeweHus. O6BbACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexenartenbHoe nporpammHoe obecneyeHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe getam, 4yTo OHM B Ge3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
[MoxBanuTe ux n NOCOBETYNTE NOAONTY eLue pa3 B NogoOHbIX criydasx.

10. Pacckaxute petsm o nopHorpadun B UHTepHeTe. lMomornte MM 3awmtuTbCca OT cnama. Hayuute
NOAPOCTKOB He BblaaBaTb B VIHTEpPHETE CBOEro peanbHOro 3f1eKTPOHHOro agpeca, He OTBeYaTb Ha HexernaTernbHble
nMcbma 1 UCMonb3oBaTh CreLnanbHble NOYTOBbIE PUNBTPBI.

11. MNpunyunTe cebsa 3HaKOMUTBLCA C CanTaMu, KOTOpble MoceLlaloT NOAPOCTKM.

12. Hayunte geten yBaxaTb OpYyrux B UHTEpHETE. Yb6eauTechb, YTO OHU 3HAKT O TOM, YTO MpaBuIia XOpoLUero
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noBefeHVs AeNCTBYIOT Be3fe - Aaxe B BUPTYanbHOM MUpe.

13. O6bsicHUTE [eTaMm, 4YTO HM B KOEM criydae Henb3si ucnosb3oBatb CeTb AnS  XYyNUraHCTBa,
pacnpocTpaHeHusi CNNeTEH UMK Yrpo3 APYTUM FOASIM.

14. O6cyanTte c nogpocTkaMum NpobnemMbl CeTEBbIX a3apTHBIX UrP 1 UX BO3MOXHbIW pUCK. HanomHuTe, 4To aetum
He MOryT urpaTb B 3TV UIPbl COTNIACHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE Ucnonb3oBaHne VIHTepHeTa Bawnm pedeHkom! 3To He HapyLleHne ero fIM4HOro
NPOCTpPaHCTBa, a Mepa NPeaoCTOPOXKHOCTU U NposiBNeHne Ballen poantenbCckon OTBETCTBEHHOCTU 1 3a60TbI.
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