Mpukas GAMNCU oT 13 noHa 2001 r. N 152 "O6
yTBepXaeHunm NHCTpyKuum ob opraHn3saumm v
obecneyeHnn 6e€30NacHOCTN XpaHeHUs, 0bpaboTku
N nepenayy no KaHasam CBA3U C UCMOJSIb30BaHNEM
cpencTB KpunTorpadmuyeckom 3aLuunThbl
NHpopMaLUnn C orpaHNYeHHbIM OOCTYMOM, He
coaeprkallen ceegeHnn, CoOCTaBAALWINX
roCyoapCTBEHHYIO TanHy"

B cooTBeTcTBUM C DepepaibHbiM 3akoHOM oT 20 deBpansa 1995 r. N 24-®3 "O6 wuHdpopmauum,
nHpopMaTM3aL MM 1 3alunTe nHpopMaunmn"*, 3akoHoM Poccuinckon depepaunm ot 19 cdespana 1993 r.
N 4524-1 "O cdenepaibHbIX OpraHax MpaBUTeNbCTBEHHON CBA3U N MHGoOpMaunn"** n MonoxxeHnem o
nopsiake pa3spaboTku, NPoOM3BOACTBA, peajv3aunm M UCMNOSb30BaHWUA CPeACTB KpuUNTorpaduyeckon
3aWmnTbl MHpOPMaLMM C OFpaHMYeHHbIM [OCTYNoOM, He coAepXalwen CcBefeHUW, COCTaBAAKLWUX
rocygapcTBeHHyto TanHy (MonoxeHue MK3-99), yTBepxaeHHbIM npukasoMm QPAMCU oT 23 ceHTAbps
1999 r. N 158, 3apeructpupoBaHHbIM MUHUCTEPCTBOM tocTuunn Poccuniickon ®enepaumnn 28 nekabps
1999 r., peructpaunoHHbin N 2029*¥*, ¢ uenblo onpegeneHnsa nopsaka opraHmsaumm n obecnevyeHuns
6e3onacHoCTN XxpaHeHus, obpaboTkM M nepenaynm Mo KaHanam CBA3WM C WCMNOJIb30OBaHMEM CPencTB
KpunTorpadpunyeckon 3alwmTbl MHHOPMALUN C OrpaHUYEHHbIM AOCTYMOM, He coAepiKallen cBefeHun,
COCTaBMALWNX FTOCYAAPCTBEHHYIO TalHY NpUKa3biBalo:

YTBepanTb WHCTpykuuto o6 opraHmsaumm u obecneyeHunm 6e30macHOCTU XpaHeHus, obpaboTkm un
nepenaydun rno KaHanaaMm CBSA3U C UCMONIb30BAaHUEM CPeACTB KpUNTorpadnyeckon 3amnTbl MHGPOPMaLMK C
OrpaHNYEHHbIM [OOCTYMNOM, HE COAep>Xallel CBeAEeHW, COCTaBJSAWMX FOCYyOApPCTBEHHYIO TalHy
(npunaraeTtcs).

[FeHepanbHbIi AMpekTop AreHTcTBalB.MaTioXVH|

* CobpaHue 3akoHogaTenbcTBa Poccuimnckon degepaunn, 1995, N 8, cT.609.

** BepomocTm Cbe3na HapoAHbix pAenytatoB Poccunckon Pepepaumm n BepxosBHoro CoseTa
Poccuinckon ®epepaunn, 1993, N 12, cT.423.

Rk "Poccmnckad raseta”, 2000, 26 aHBaps.
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NHCTpYKLUKNSA

06 opraHunsaunm n obecneyeHnn 6e€30MacHOCTH
XpaHeHnda, obpaboTkn n nepenaym no KaHanam
CBSA3U C UCNOJIb30OBaHMEM CpencTB
KpunTtorpadunyeckomn 3awnTtbl MHDOpMaLKUn C
OrpaHN4YeHHbIM OOCTYMOM, He coaep KaLlen
CcBeeHNN, COCTaBALWMX roCyaapCTBEHHYIO
TauHy

|. ObLwme nosIoXXeHus

1. HacTtosawasa WHCTpyKuusa onpepenseTr eduHbIn Ha Tepputopun Poccuinckon depepaunn rnopsinok
opraHmsaunm n obecnedyeHns 6esonacHOCTU XpaHeHMsl, 06paboTkM KU Nepenayvym No KaHanam CBSA3U C
ncrosb3oBaHueM cepTudunumposaHHbix PATNCU cpeacTB KpunTorpauyeckon 3almThl (LUnNgpoBaibHbIX
CpencTB) NoaJsiexalllen B COOTBETCTBUN C 3aKOHOAATENIbCTBOM Poccuinckon denepaumnn obazaTesbHOM
3alUnTe MHGPOPMALUN C OFpPaHUYEHHbIM AOCTYMNOM, He CcoAep)Kallen CBeAeHWUN, COCTaBAAKLWMX
rocyaapCTBEHHYIO TanHy*(1).

OaHHbIM MOPAOKOM pPEeKOMEHOYyeTCA PYKOBOACTBOBATbCA TakKXe npu opraHmsaumm m obecrneveHun
6e3onacHoCcTn XpaHeHusa, o06paboTkMm © nepedadyn nNoO KaHajllaM CBSA3NM C  WUCMOJIb30BaHUEM
ceptndunympoBaHHbix  DPAMNCU cpencts  Kpuntorpadumyeckonm 3awmTbi*(2) He noasexxalwen
obsA3aTeNnbHOM 3alWnTe KOHMUAeHUWaNlbHOW WHGOopMauMK, AOCTYN K KOTOPOW OrpaHuymBaeTCsa B
COOTBETCTBMW C 3aKoHoZaTeNbCTBOM Poccuickon depepaunmnm wunam no peweHunto obnapartens
KOH(PMAEHUMANbHON WHGopMaunn*(3) (3a uckaYeHnemMm uHgopMaunn, copepxalwen cBefeHus, K
KOTOPbIM B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuinckon degepaumm He MoxXeT BbiTb orpaHuUyeH
DOCTyn).

2. HacTosiwaa WHCTpyKUuMsa He pernaMeHTUpyeT nopsigka opraHusaumm n obecneveHus 6esonacHocTu
XpaHeHus, obpaboTkn M nepepayn No KaHanam CBA3N C ucnosb3oBaHneM CK3U kKoHpuMAeHUManbLHOM
WHopMaLnKM B yupexxaeHusax Poccunckon ®egepauunm 3a rpaHuLent.

ll. OpraHunsaumna n obecrnevyeHne 6€30MacHOCTH
XpaHeHus, 06paboTKM 1 Nepenayn rno KaHalam
CBA3U C ncnosib3oBaHnem CK3W
KOHJuAeHuUmnanbHon nHpopmMaumnn

3. be3onacHoCcTb xpaHeHus, o0bpaboTkm M nepepadn No KaHanamMm CBA3N C Mcnosib3oBaHnem CK3U
KOHPUAEHUNANBbHON  MHGOPMauUUM B CeTAX KOoHpuaeHunanbHOM CBA3U*(4) OpraHM3yrwT W
obecnevynBaloT onepaTopbl KOHUAEHUMaNbHON CBA3N*(5).

Be3onacHoCcTb XpaHeHus U obpaboTku c mcnonb3loBaHnem CK3W KoHduaeHumanbHOM MHOOPMaUWUN,
nepenaBaeMon BHe ceTel KoHpunaeHuManbHON CBA3U, OpraHu3ytoT u obecnevymBatoT fnLa, MMeoLme
nnueH3nto PATNCU*(6).

Jinua, okasbiBatoWwmMe Bo3MesgHble YyCyrn no opraHusaumm n obecneyeHunto 6e3onacHOCTN XpaHEHUA n
0bpaboTkm c mcnonbloBaHunem CK3W KoHbuaeHUMaNbHONM WMHGPOPMaLWUM, NepefaBaeMon BHe ceTeu
KOHPMAEHUNANBHOW CBA3WN, A0JDKHbI MMeTb anueHsnio PAMNCU Ha OeATeNnbHOCTb Mo NpenocTaB/IeHNIO
ycnyr B obnacTu wngpoBaHns nHpopmaumn.

4. be3onacHoCcTb xpaHeHus, obpaboTkm M mMepepayn Mo KaHajlaM CBA3W C mMcnosibdoBaHnem CK3U
KOHnaeHumnanbHON WHpopMaunn, obnagatenn KoTopon He umetrdT nuueHsun OAMNCU, nnueH3naThbl
QAMNCU opraHusytoT un obecneymBatoT nNMbo MO yKasaHUIO BbIlWECTOAWEN opraHumsauunm, nmbo Ha
OCHOBaHMUM [OrOBOPOB Ha OKasaHMe ycayr no Kpuntorpaduyeckonm 3awmte KOHpMAeHUWanbHOW



MHGopMaLnn.

5. JlunensunaTtol GAIMNCU HecyT OTBETCTBEHHOCTb 3@ COOTBETCTBME MNPOBOAUMBIX UMW MEPONPUATUA MO
opraHusauumm n obecrneveHuto 6esonacHoCTN xpaHeHus, obpaboTkKn N Nepefaym NoO KaHaslaM CBA3U C
ncnonb3soBaHneMm CK3W KoHpuaeHuMansHON MHMOPMALUM NNLEH3NOHHBIM TPpeboBaHMAM 1 YCNOBUSAM,
3KCMJlyaTaUMOHHOW U TexHMYeckonm pokyMmeHTaumm K CK3W, a Takxe MosIoKeHUAM HacTosALen
NHCTpyKLUnK.

Mpwn 3ToM nuueH3naTbl PAMNCU gomkHbl obecneymBaTb KOMMAEKCHOCTb 3allMTbl KOHMUAEHLMabHON
MHGpOopMaL MM, B TOM Yucie NnocpeacTBOM NPUMEHeHUs HeKpunTorpauieckmnx cpencTs 3allnThl.

6. Ona pa3paboTKM N OCYWECTBAEHUS MEPONpPUATUA NO opraHm3aumm n obecneyveHunto 6esonacHOCTH
XpaHeHus, obpaboTknm u nepenayn c wucnonb3oBaHuem CK3U KoHhumaeHumanbHON WHPOPMaLNM
nvueHsuat OAMCU co3paeT oAWH NAN HECKONIbKO OpPraHoB KpunTtorpaduyeckonm 3awmntbi*(7), 0 4em
nncbMeHHo ysegomnsaeT GATMCH.

JonyckaeTcs BO3/0)XeHMe QYyHKUUA OopraHa KpunTtorpadmnyeckonm 3awmTbl Ha chneyunasnbHoe
CTPYKTYpHOE nopgpa3fesieHne no 3aluTe roCcydapCTBEHHOW TaWHbl, MCNOJb3ylouwee A[asa 3TOro
wndgpoBaibHble CpeacTaa.

Ko/sin4ecTBO OpraHoB KPUMTOrpaduyeckon 3allunTbl U UX YUCIEHHOCTb YCTaHaBAMBAET JIMLIEH3MAT
OATCH.

7. OpraH KpunTtorpau4eckon 3aLlmTbl OCYLLeCTBASET:

NMPoOBEpPKY TIOTOBHOCTM obnagatenen KoHPMUAEHLUMANbHON WHGPOPMaUUM K CaMOCTOATENbHOMY
ncnonb3oBaHMtio CK3U n cocTaBneHne 3akO4eHNN 0 BO3MOXKHOCTU aKcnayaTaumm CK3U (c ykasaHuem
TUNna w”n HOMePOB wucnosb3dyeMbix CK3W, HoOMepoB annapaTHbIX, MNPOrpaMMHbIX W annapaTHO-
NPOrpaMMHbIX CPeACTB, rAe yCTaHOBJIeHbl UM K KOTOPbIM noakodeHbl CK3UW, ¢ ykasaHmeMm Takxxe
HoMepoB nevaTen (NIoMOUpPOB), KOTOPbIMWU oOnevaTaHbl (ONJoMOMPOBaHLI) TeXHWUYecKne CcpencTBa,
Bkatovass CK3U, n pesynbTaToB NpoBepkn hyHKLUNOHUpPOoBaHUA CK3N);

pa3paboTKy MeponpuaTuii No obecrnevyeHnto PyHKLMOHMPOBAHUS 1 6e30NacHOCTU npuMeHsieMbix CK3U
B COOTBETCTBUM C YC/OBUSIMU BblAAHHbIX Ha HUX CEPTUDPMKATOB, a TakXKe B COOTBETCTBUM C
3KCMJIyaTaLNOHHON N TEXHUYECKOW AOKYMeHTaLNen K 3TUM CpeicTBaM;

oby4yeHune nuu, ncnonbdyowmnx CK3W, npasmnnam paboTbl C HUMWK;
MO3K3eMMASapPHbIN y4eT ncnosiblyembix CK3U, akcnayaTayMOHHON N TEXHNYECKON AOKYMEHTAUUN K HUM;

yyeT obcnyxumBaeMbix obnagatenien KOH(UAEHUWANbHON MHpopMaunn, a Takxe (GU3nYeckux nuu,
HenocpeACTBEHHO AOoMNyLWeHHbIX K paboTe ¢ CK3U*(8);

nodavy 3asaBok B DAIMNCU mnm nuueHsnaty, umewowemy nuueHsuto GATMNCU Ha [eAaTenbHOCTb Mo
N3roTOBNEHMNIO KOYEBbLIX AOKYMeHTOB*(9) ana CK3W, Ha u3roToBieHME KAOYEBbLIX OOKYMEHTOB WM
NCXOOHOM KNYEBOW MHGpoOpMauun. M3rotoBsieHUe M3 UCXOLHON KYEBOM MHGOpPMaUUM KIKOYEBbIX
OOKYMEHTOB, UX pacripeesieHne, pacCblsiky N YYeT;

KOHTPONb 3a cobniogeHveM ycnosBui ucnosb3oBaHma CK3W, yCcTaHOBAEHHBIX 3KCrJlyaTauWOHHON W
TexHn4yeckonm gokymeHTaumen Kk CK3U, ceptucpmnkaTtom GAMNCU n HacTosAwen NHCTpyKumen;

paccsefoBaHMe N COCTaBJIEHME 3aKJIlOYEHUN MO (PaKTaM HapyLlleHus yCaoBU mncnosib3oBaHua CK3U,
KOTOpPbl€ MOTYyT MPUBECTN K CHUXXEHUIO YPOBHSA 3aLNTbl KOHUAEHUNANbHON UHpopMaunn; pa3paboTky
N NPUHATME Mep MO NMPefoTBPALLEHNIO BO3SMOXHbIX OMAaCHbIX MNOCAeACTBUIA MNOAOOHbLIX HapyLUEHWI;

pa3paboTKy CXeMbl OpraHu3auum KpuntorpadPrnyeckon 3alunTbl KOHDUAEHUMaNbHON MHGOPMauun (c
yKa3aHMeM HaMMEHOBaHNA U pa3MeLLeHNS HUKECTOSALWMX OPraHoB KPUNTOrpanyeckon 3almnTbl, eCnim
TakoBble uMetlTcs, obnagatenen KoHpUAeHUMaNbHONW WHGPOPMaLWN, PEKBU3NTOB [OOFOBOPOB Ha
OKasaHume ycayr no Kpuntorpaduyeckonm 3aluute KOoHpuAaeHUManbHOM WHGPOPMALUN, a TakKxe C
yKasaHmeMm TunoB npumeHsaembix CK3W un KIOYeEBbIX OOKYMEHTOB K HMM, BUAOOB 3alluLLIaeMON
WHopMaLnn, MNCNosb3dyeMbiX COBMeCTHO C CK3WM TexHM4Yeckux CpencTB CBA3W, MPUKNALHOro w
obuiecncTemMHoOro nporpaMmHoro obecnevyeHmsa M CPencTB BbIYUCUTENIBHOW TEXHMKKN). YKa3aHHYH
cxeMy yTeepxxgaeT nnueHsnat OATCH.

8. Obnapatenn KoHpuaeHumansHON MHEPOPMALMN, €CN OHU MNPUHAAN peweHne o0 HeobXxoaAuMoCTu
KpunTorpauyeckon 3awunTbl Takonm uHGOpMaUUM WKW eCcnu pelleHne o HeobxogumocTn ee
KpunTorpamnyeckom 3alinTbl B COOTBETCTBUM C MonoxeHnem MK3-99 npuHATO roCynapCTBEHHbLIMU
opraHamMu wiau rocyfapcTBEHHbIMU OopraHu3aunsaMmn, o6a3aHbl BbIMOJHATE YKa3aHUA COOTBETCTBYIOLLMNX



OpraHoB KpunTorpar4eckon 3alnTbl N0 BCEM BOMNPOCaM opraHusaumm n obecrnevyeHms 6eszonacHoOCTH
XpaHeHus, obpaboTKn 1 nepenayn Mo KaHajaM CBfA3M C ucrosib3oBaHneM CK3W kKoHdmaeHuUnanbHoOM
MHopMaL M.

9. lng opraHm3aunm B3anmonencteus obnagatenen KoHpunaeHUManabHON MHGopMaunm, 6esonacHoOCTb
XpaHeHus, obpaboTkn 1 nepenadn No KaHasam CBSA3N KOTOPOW C ncnosibdoBaHnem CK3W opraHusyoT 1
obecne4ynBaloT pasnnyHble nuueHsnaTbl PAMCU, U3 co3gaHHbIX 3TUMK anueH3naTamm GAMNCU opraHos
KpunTorpadnyeckom 3alinThbl BbIAENSETCA KOOPONHUPYIOLWWN opraH KpunTtorpaduyeckon 3awmnTbl. Bce
opraHbl KpunTorpadmnyeckon 3awnTbl, obpa3oBaHHble >3TUMU nuueHsnatamu OPAMNCKU, ob6sA3aHbI
BbIMOJIHATL YKa3aHUS KOOPAMHUPYIOLWLEro opraHa Kpuntorpaduyeckon 3awmTtbl no obecrneveHuto
Takoro B3aMMOaenCcTBuUS.

10. WHCTpyKuUuW, pernaMmeHTUpyloLne npoueccbl MOArOTOBKW, BBoAa, 06paboTkM, XpaHEHUA u
nepepayn 3awunwaemMon ¢ uncnosb3oBaHnem CK3W KoHpupeHumManbHOW MHGOPMaLnUK, LOSIKHbI
cornacoBbiBaTbCA € auueHsnaToMm @AMNCU. Takme WHCTPYKUMM MOArOoTaBAMBAKOTCA COracHo
3KCMJlyaTauMOHHOW U1 TexXHWYeCcKorW  OOKyMeHTauum Ha  COOTBETCTBYWOLIME CeTu  CBA3W,
aBTOMaTU3NpPOBaHHble N MHPOPMALMOHHbIE CUCTEMbI, B KOTOPLIX NepepaeTcs, obpabaTbiBaeTca nam
XPaHUTCA KOHdMaeHUnanbHaa nHhopmMauuns, ¢ yd4eToM ncnosbiyemoix CK3W n nono)xeHum HacTodAwen
NHCTpyKunn.

11. NuueH3smaTtel PAMNCU ¢ ydeToM o0cobeHHOCTeEN CBOEN [eATeNbHOCTM MOoryT pa3pabaTbiBaTb
MeToAu4YecKne pekomMeHpauumum no npuMeHeHuo HacTosawen WHCTpykumu, He npoTuBopevalime ee
TpeboBaHUAM.

12. KntoyeBble okyMeHTbl ansa CK3W nnm ncxogHas kaoyeBas nHGopMaumns ans BblpaboTKy KNHOYEBbIX
OOKyMeHTOB m3rotasameatoTca PAMNCKH Ha [OroBOPHOM OCHOBE WM AMUAMKW, UMEKWUMAN JINLEH3NLO
OAMNCU Ha pesaTeNbHOCTb MO N3rOTOBJIEHNIO KJTIOYEBLIX AO0KYMeHTOoB onsa CK3U.

N3roToBNATb K/OYeBble OOKYMEHTbl U3 UCXOOHOMN K/YEBON WHGOPMaLUM MOryT KOOPOUHUPYIOLLWIA
opraH Kpuntorpauyeckon 3awunTbl (MpM €ro Haan4dun), OpraHbl KpUNTOrpamMYeckon 3aluTbl NN
HenocpeacTBeHHO obnagmatenn KoHduaeHuUManbHON MHAOPMaUKKW, NpuMeHsaa wTaTHble CK3W, ecnn
Takas BO3MO>XHOCTb NMpenyCcMOTPEHa 3KCMJlyaTaUuNOHHON U TEXHNYECKON foKyMeHTauunen Kk CK3U.

13. K BbINosIHEHNIO 0693aHHOCTEN COTPYAHUKOB OpPraHoB KpUnTorpauieckon 3allnThbl JULEH3NATaMN
QAIMCU ponyckatTca nuua, uMmerwmne HeobxoOuMMbll ypoBeHb KBaaugukaumm gns obecneyeHus
3aWKUTbl KOHNAEeHUManbHOWM MHGOPMaLUN C NCNOJIb30BaHNEM KOHKPETHOro euaa (tuna) CK3U.

14. Nnu, odopMnsiemMbix Ha paboTy B opraHbl KpunTorpauyeckon 3aliuTbl, CledyeT 03HAaKOMUTb C
HacTodawen NHCTpyKunen nog pacnucky.

15. O653aHHOCTW, BO3Jlaraemble Ha COTPYOHWKOB OpraHa KpuUNTorpauyeckon 3alluuTbl, MOryT
BbIMOJIHATLCSA LWITATHBIMA COTPYAHUKAMU WU COTPYAHUKAMM OPYrUX CTPYKTYPHbIX MoApasaesieHuni,
npuBJieKaeMbIM/ K Tako paboTe Nno COBMECTUTENLCTRY.

16. MNpu onpeneneHun 0693aHHOCTEN COTPYAHUKOB OPraHOB KpUNTOrpanyeckomn 3allunTbl JULEH3MaThI
OAIMCU nonXKHbl Y4UTbIBaTb, 4TO 6@30NacHOCTb XpaHeHus, 06paboTKn 1 nepenadn rno KaHanam CBA3U C
ncnosb3soBaHneMm CK3U KoHdmaeHLManbHON NHGoOpMaLnm obecrnevynsaeTcs:

cobnofeHneM COTpyLHUKAMN OPraHoOB KpuUNnTorpadrMyeckon 3allunTbl peXXuMa KOHPUAEHLNANBHOCTH
npu obpalleHnn co CBeLEeHMSAMUN, KOTOpPble UM LOBEPEHbI UKW CTanun U3BECTHbI No paboTe, B TOM yucne
CO CBefeHNsMU 0 (PYHKLMOHMPOBaHUM U Nopaake obecnevyeHns 6esonacHOCTU NpuMeHsemMbix CK3U u
KJII0YEBbIX OKYMEHTax K HUM;

TOYHbIM  BbINMOJIHEHMEM COTPYAHMKaAMM OPraHoB KpunTorpauyeckon 3awmTbl TpeboBaHMA K
obecneveHunto 6e3onacHOCTMN KOHUAEHLMANBHON NHpOpMaLnK;

HaOeXXHbIM XpaHeHnem COTpYyAHNKaMM opraHoB KpunTorpagpunyeckon 3alnThl CK3Wu,
3KCNJlyaTauMOHHON N TEeXHUYECKON [OKYMeHTauum K HUM, KI/YEBbLIX OOKYMEHTOB, HOCUTesNen
KOHPMAEHLUNANBbHOW MHPOPMaL NN,

CBOEBPEMEHHbLIM BbISIBJIEHNEM COTPYAHWUKaMW OpPraHoB Kpuntorpauyeckonm 3alinTbl MOMbITOK
MOCTOPOHHUX NWUL, MNOJYyYUTb CBEOEHUA O 3allULIAEMON KOHpUAeHUMaNbHONW uHbOopMaunn, o6
ncnonb3lyembix CK3UN nnn KNoYeBbiX OKYMEHTAX K HUM;

HEeMeasIeHHbIM  MPUHATUEM COTPYOAHUKaMuM OpraHoB KpunTorpaduyeckom 3aliuTbl Mep Mo
npenynpexaeHuo pasrnaweHus 3awmuiaeMblX CBefeHUn KOH(PUAEHUMaNbHOro Xapakrtepa, a Takxe
BO3MOXXHON YTEYKM TaKUX CBELEHUN Mpu BbIABNEHUM (haKTOB yTpaThl uanm HegocTadn CK3W, knto4veBbix
OOKYMEHTOB K HUM, YAOCTOBEPEHWN, MNPOMyCKOB, KJOYen OT MOMEeLWEeHNn, XpaHuaul, cendos



(MeTannm4yecknx WKadoB), IMYHbIX NeYaTen n T.n0.

17. O6y4yeHue 1 MoBbILEHNE KBaMPUKALMN COTPYAHMKOB OPraHoB KpuMATOrpaduyeckon 3alinThbl
OCYLLECTBASIIOT OpraHM3aunn, NMetLlmne JIMLEH3UI0 Ha BeaeHne obpasoBaTenbHOW OesTeNbHOCTU Mo
COOTBETCTBYIOLMM NPOrpaMmam.

18. CoTpyOHUKKN OpraHa KpunTorpamnyieckonm 3alnTbl A0JIXKHbI UMeTb pa3paboTaHHbIE B COOTBETCTBUMN
C HacTosAwen NHCTpyKumen n yTBepxaeHHble nuueH3natoMm OAMNCU dyHKUMOHaNbHble 06A3aHHOCTW.
O6beM U1 NOPSAAOK O3HaKOMJIEHWS COTPYAHMKOB OpPraHoB KpunTorpadmnyeckom 3awuTbl C
KoHnaeHumanbHoON nHhopMaumnen onpepensetcsa obnagareneMm KoOHPUAEHUNANbLHON MHOPMaL UK.

O6s3aHHOCTN MeXAy COTpyAHMKaMW opraHa KpunTorpaduyeckom 3awmTbl  OO0JDKHbl  6bITb
pacnpenesieHbl C Y4eTOM MepcoHasNbHOW OTBETCTBEHHOCTU 3a coxpaHHocTb CK3W, knawo4eBown
OOKYMeHTaunn U JOKYMEHTOB, a TakXXe 3a Nopy4YeHHble y4acTku paboTbl.

19. dusnyeckme nunua ponyckatTcad K pabote ¢ CK3WM cornacHo nepeyHio nonb3oBaTenen CK3WU,
YyTBEPXXAAEMOMY COOTBETCTBYHOLMM obnagatenem KoHMAEHUMANbHON wWHMOpMaumn. Lo Takoro
YTBEPXOEHNA TeXHMYEeCKass BO3MOXHOCTb Mcnofb3oBaHnsa CK3W nuuamm, BKAOYEHHLIMW B OaHHbIA
rnepeyeHb, A4oJKHa b6bITb cornacoBaHa c nmueH3naTom QAIMCH.

JInuensmnatbl GAMNCUA B pamMKax corjlacoBaHHbIX C obnagatenamu KoHMOeHUWAIbHOW MHGOPMaLUUn
MOJIHOMOYMM MO JOCTYNy K KOH(uoeHunasnbHOW WHGOPMaLUM MMEKT NpaBO YyTBeEpXAaTb TaKow
rmepeyeHb B OTHOLIEHUN NOAYMHEHHbBIX UM OOJ/IXKHOCTHbIX KL,

20. Monb3oBaTenun CK3M obs3aHbI:

He pa3rnawaTb KOHPUAeHUNaibHY0 nHopMaLmnio, K KOTOpOIZ OHW AonyuleHsl, py6e>K|/| €€ 3alunThbl, B
TOM 4Hucne ceeaeHnsa o KpMNToKJIlo4Yax;

cobnopgate TpeboBaHus K obecneyeHuUtio 6HesonacHOCTUM KOHMUAEHUMANbHON WHGPOPMaUUN C
ncnosnb3oBaHnem CK3U;

coobwaTb B opraH KpuntorparMyeckon 3aWnTbl O CTAaBLINX UM WU3BECTHbLIMU MOMbITKAX MOCTOPOHHUX
vy, monyynTb ceegeHus ob ncnosbsyembix CK3U nnm Kno4YeBbiX 4OKYMEHTaX K HUM;

caatb CK3W, aKkchnyaTaUMOHHYD U TEXHUYECKYI0 OOKYMEHTALUWI K HUM, KJ0YeBble [JOKYMEHTbl B
COOTBETCTBMN C MOPSAKOM, YCTAHOBJIEHHbIM HacTosAwen WHCTpyKuMen, Npu  YBOJIbHEHUU WK
OTCTPAHEHUN OT UCMOSIHEHUS 06513aHHOCTEN, CBA3aHHbLIX C UCMoJsib3oBaHueM CK3U;

HeMeaJIeHHO YBEAOMJISATb OpraH KpUnTorpauyeckon 3alnThbl 0 hakTax yTpaTbl UanM HepocTadm CK3U,
KJIIOYEBbIX OOKYMEHTOB K HUM, KJIO4EN OT MOMELLEHWUN, XPaHWAWULL, JINYHbIX MeyaTeln U o OpYyrux
(hbakTax, KOTOpble MOryT MPMBECTU K pa3rfalleHnto 3allMLIAeMbiX CBefeHUA KOHMUAEHLMANBLHOIo
XapakTepa, a TakXe 0 MPUYMHAX N YCII0BUSX BO3MOXHOWN YyTEYKN TaKNX CBEOEHWA.

21. HenocpencteeHHo K paboTe ¢ CK3M nonb3oBaTenn OONMyCKalOTCA TOJIbKO NOC/e COOTBETCTBYHOLLErO
oby4yeHus.

Oby4yeHne nonb3oBaTenen npasuaam paboTbl ¢ CK3M ocywecTBAAIOT COTPYAHMKN COOTBETCTBYIOLLLErO
opraHa kpunTorpadgpunyeckon 3awuTbl. [JOKYMEHTOM, MOATBEPXKAALWMUM AOJDKHYIO CheuunasnbHYyto
MOArOTOBKY MOJIb30BaTENEN N BO3MOXXHOCTb UX A0MNYyCKa K caMocTosaTesnbHON paboTe ¢ CK3U, aBnaeTcsa
3akK/lo4YeHne, CoCTaB/IEHHOE KOMUCCUEN COOTBETCTBYIOLWEro OpraHa KpunTorpaduyeckom 3awnTbl Ha
OCHOBaHWUN NPUHATLIX OT 3TUX JINL, 32a4€TOB MO NMporpamMmme obyyeHus.

lll. Mopsanok obpaweHnsa c CK3U n KpunTokato4YamMu
K HAM. MeponpunaTtnda npm KoMnpomMeTaunm
KpunTtokoyen*(10)

22. NpenHa3HayeHHble gna obecnevyeHns 6e30nacHOCTM XpaHeHUs, 06paboTKn n nepenayn No KaHassam
CBA3M KoHduaeHumanbHonm nHbopmaunm CK3WN, a TakxXe K/YeBble OOKYMEHTbl K HUM He [OO0JIXKHbI
coaep>XaTb CBEAEHNI, COCTABAOLWMNX FOCYAAPCTBEHHYIO TalHYy.

23. B denepanbHbiX OpraHax WCMOJIHUTENbHOW BJIAaCTM KJoYeBble OOKyMeHTbl, CK3/ ¢ BBeAEHHbIMMK
KPUMATOKJIIOYAMN OTHOCSATCA K MaTepuanbHbIM HOCUTENAM, COAEPXXALMM Cly>xebHyt nHdopmaumo
OrpaHMYeHHOro pacnpocTpaHeHus. [pu 3TOM [OJKHbl BbINOMHATLCA TpeboBaHMs HacTosLen
WHCTPYKUMM WM UHbIX [OOKYMEHTOB, PerjamMeHTUMpYLWNX Mopsaok obpalleHnss co  cay»kebHoi



NH(OopPMaL et orpaHNYeHHOro pacnpocTpaHeHns B dpefepalibHblX OpraHax UCMOJIHUTENbHOW BNACTW.

NHbIM obnapaTenaM KoHGUAeHUnanbHoW nHdopMauum npu obpalleHnn C KIYeBbIMU OOKYMEHTAMMU,
CK3W c BBEAEHHBIMU KPUMTOKOYaMK HeEOO6X0ANMO PYKOBOACTBOBAThLCS HAacTosALEN NHCTpyKUneR.

24. Onqa opraHusauum n obecnevyeHmsa 6e3onacHOCTM XpaHeHus, 06paboTku 1 nepedayn Mo KaHasam
CBA3N KOHpuAeHUManbHON MHBoOpMauunm cnepgyeTt ucnosb3osaTb CK3W, nossonswouwme peannsoBaTb
npuHUMNn aboHeHTCKOro WndpoBaHnsa N NpegycMaTpuBatoLime 3anmcb KPUNTOK/IOYEn Ha 3N1EeKTPOHHbIe
KJlOYEBble HOCUTENN MHOMOKPATHOro (40NrOBPEeMEHHOr0) MCNOoSb30BaHUSA (OUCKETbl, KOMMNaKT-ANUCKN
(CD-ROM), Data Key, Smart Card, Touch Memory un T.1.).

25. Mpn HeobxoouMMOCTM nepefavym no TeXHUYEeCKUM CpencTBaM CBA3U CAyxebHbix cooblieHun,
KacawlmMxcsa opraHm3aumm mn obecnevyeHmsa 6Ge30MaCHOCTU XpaHeHUs, obpaboTkum n nepedayvnm no
KaHanaMm CBA3M C ucnonb3oBaHuem CK3W KoHpuUAeHUMaNbHOM WHGOPMaLMK, COOTBETCTBYHOLLME
yKa3aHunsa Heobxooumo nepepaBaTb, TOJIbKO NpuMeHsasa CK3W. MNMepenaya no TeXHUYECKUM cpencTBam
CBA3M KPUNTOKJIOYEN He AO0MNyCKaeTcCs, 3a MWCKYEeHUEeM CchneunasbHO OpraHm30BaHHbIX CUCTEM C
OeLeHTPan30BaHHbIM CHab)XeHeM KpUNTOKIOYaMK.

26. Ncnonb3yemble nnn xpaHumble CK3W, akcnayaTauMoOHHasa U TeXHMYecKas OOKYMEeHTauus K HUM,
KJto4eBble OOKYMEHTbl rnogJsiexxaT MNO3K3eMMNAAPHOMY Yy4yeTy Mo YCTaHOBJIEHHbIM ¢dopMaM B
cooTBeTCTBMU C TpeboBaHuaMu [MonoxxeHusa [MK3-99. Mpu 3Tom nporpammHble CK3W  #osnXHbI
Y4YUTbIBAaTbCS COBMECTHO C annapaTHbIMK CpencTteaMu, C KOTOPbIMU OCYLLECTBAAETCS UX LITaTHoe
dpyHKUMOHUPOBaHMe. Ecnm annapaTHble wWau annapaTHo-nporpaMmMmHble CK3WM nogkswo4alTcsa K
CUCTEMHOWN LINHE WUAWN K OOHOMY U3 BHYTPEHHUX MHTepdencos annapaTHbIX CpeacTB, To Takne CK3U
YYUTbIBAOTCHA TaK)Xe COBMECTHO C COOTBETCTBYOWMMU annapaTHbIMU cpeacTBamMu.

EQAVHMLENA NO3K3eMMNIApHOro y4yeTa KJ4YEBbIX [OKYMEHTOB CYMTAEeTCs KJIIOYEBOW HOCUTENb
MHOFOKPaTHOro WCMNONIb30BaHUSA, K/OY4EBOW O/IOKHOT. ECM oAMH M TOT >XE KJ/II0YEBOW HOCUTENb
MHOIrOKPaTHO UCMOJMb3YIOT AN 3annUCyh KPUMTOKJIOYENR, TO €ro KaXkabl pas crenyeT perncTpupoBaTb
OTAEeNbHO.

XKypHanbl nosk3eMmnaspHoro yyeta CK3W, skcrayaTauMOHHONW U TEXHUYECKON AOKYMEHTauUu K HUM,
KJII0YEBbIX OOKYMEHTOB (NpuioxeHus 1, 2 kK MHCTpyKumKn) BeoyT opraHbl KpUNTorpauyeckomn 3awmnThl
n obnapatenn KoHpnaeHuansHON NHGoOpMaLmn.

27. Bce nonyydyeHHble obnapaTtenemMm KOHpUAOEHUMANbHOW WHGopMauunm 3sk3emnnsapbl  CK3WU,
3KCMJlyaTaUuMOHHON N TEXHUYECKON OOKYMEHTauun K HUM, KJI0YEBbIX OOKYMEHTOB [OJ/IKHbI 6biTb
BblAaHbl MOA4 PacnuCKy B COOTBETCTBYIOWEM XKYpHasie NO3K3EMMNAAPHOro yyeTa noab3oBatensam CK3WU,
HeCYyLLUMUM NEepPCOHabHYI0 OTBETCTBEHHOCTb 3@ MX COXPaHHOCTb.

OpraHbl KpunTorpachnyeckonm 3awnTbl 3aBOAAT U BeAyT Ha Kaxaoro nonb3oBatensd CK3W nuueson
CYeT, B KOTOPOM perucTpupytoT yHucnsawmecs 3a HUM CK3W, skcrsiyaTauMOHHYIO U TeXHUYeCKylo
OOKYMEHTaUUIo K HAM, KJl0YEBbI€ AOKYMEHTHI.

28. Ecnnm akcnayaTauMoHHON U TexHU4Yeckon pokymeHTauumen K CK3U npeayCMOTpPeEHO NpuMeHeHue
Pa30BbIX KJIOYEBbLIX HOCUTENEN WM KPUNTOKJ/IOYN BBOASAT W XpaHAT (Ha BeCb CPOK UX OENCTBUSA)
HenocpeacTtBeHHO B CK3M, To TakKoW pa30Bbifl K/OYEBON HOCUTESIb WAWM 3/IEKTPOHHAs 3anucb
COOTBETCTBYHIOLWEro KPUNTOKJIOYa A0/KHbI PErNCTPUPOBaTLCA B TEXHMYECKOM (annapaTHOM) XXypHane
(npunoxxeHne 3 K NHCTpyKuumn), Beaywemcs HernocpencTBeHHO nonb3oBaTteneM CK3U. B TexHn4yeckom
(annmapaTHOM) >XypHaJsie OTpa)kaloT TakXe AaHHble 06 3kcnnyaTauum CK3W un apyrvue cBeneHus,
npenyCcMOTPEHHbIE 3KCMJTyaTauWOHHON N TEXHUYECKON OOKYMeHTaunen. B nHbIX cnydyasx TEXHUYECKUI
(annapaTHbIn) XypHan Ha CK3WM He 3aBoguTCsa (€cnm HeT npsaAMbIX YKa3aHUA O €ero BedeHun B
3KCNJlyaTauMOHHOW NN TEXHNYECKOWN [OKyMeHTauunm k CK31).

29. MNMepepayva CK3N, akcnayaTauMOHHON U TEXHUYECKON AOKYMEHTaUUN K HUM, KJTI0YEBbIX OOKYMEHTOB
OonyckaeTca  TOMbKO  MexnAay nonb3oBatenamum CK3W  w  (unn) coTpyoHukamMm  opraHa
KpunTorpanieckon 3aWwmTbl Mo PacnmnCKy B COOTBETCTBYIOLLUX XYPHasiaX NoO3K3eMMNIAPHOro yyeTa.
Takas nepegada Mexay nosb3oBatensamu CK3W gosmkHa ObiTb CaHKUMOHMPOBAHa COOTBETCTBYHOLWINM
opraHoM KpunTtorpaduyeckon 3aLlmnThl.

Obnapatenb KOHMMAEHUMANbHOW WHGMOPMaLUUKM C COrslacua opraHa Kpuntorpaduyeckon 3allinTbl
MOXeT pa3pewnTb nepepadyy CK3W, pokyMeHTauMm K HUM, KI/IOYEBbIX [OKYMEHTOB Mexnay
ponyuweHHbiMn K CK3U nuuamm no aktam 6e3 06s13aTeNlbHON OTMETKU B )XypHajie NMO3K3eMMsPHOro
yyeTa.

30. Tllonb3oBatenn CK3W xpaHaT wuHcTanavpyowme CK3WM HocuTenn, >3KCnlyaTauuMoHHYO W©
TexHu4yecky gokymeHTauuto kK CK3W, ka4yeBble OOKYMEHTbl B wWKadax (Awmkax, XpaHUauLiax)
WHANBUAYANIbHOIO NOJIb30BaHUA B YCJI0BUAX, NCKIOYAOWMX 6ECKOHTPOSIbHbLIA AOCTYMN K HUM, @ TaKXe



nx HenpeaHaMepeHHoe YHNYTOXEHNE.

Monb3oBaTenn CK3W npenycMmaTpuBaloT Tak)Xe pa3fenbHoe 6e30nacHoe XpaHeHMe OeNCTBYHWUX W
pPEe3epBHbIX KJIIOYEBLIX AOKYMEHTOB, MpefHa3HAYeHHbIX OJ1 NMPUMEHEHUS B CJlydae KoMMnpoMeTaLuu
OENCTBYIOLLIMX KPUMNTOKJIIOYEN.

31. AnnapaTHble cpeacTBa, C KOTOPbIMU OCYLLEeCTBAAETCA WTaTHoe hyHKUunoHMpoBaHne CK3W, a Takxe
annapaTHblie U annapaTHo-NporpamMmmHble CK3W gosmkHbl 6biTb 060pyAOBaHbI CpeacTBaMu KOHTPOA 3a
UX BCKPbITUEM (OMevaTaHbl, orsioMbupoBaHbl). MecTo onevaTbiBaHUA (onnombupoBaHus) CK3WU,
annapaTHbIX CPeACTB A0J/IKHO OblTb TakKuUM, 4TOObLlI ero MoXXHO 6b1N10 BM3YyasibHO KOHTPOAMPOBaTh. Mpu
HaNN4YUN TEXHNYECKON BO3SMOXKHOCTWN Ha BpeMs OTCYTCTBUSA Nosib3oBaTesien CK3U yka3aHHble cpeacTsa
HeobXxoAMMO OTK/KYaTb OT JIMHUN CBA3U 1 YOMpaTb B onevyaTbiBaeMble XpaHUANLLA.

32. CK3WN un koYeBble [OOKYMEHThl MOryT [O0CTaBAATbCA denbAberepckon (B TOM yucne
BEJOMCTBEHHOW) CBA3bIO UJIN CO CMeLUnanbHO BblAeNeHHbIMU HaPOYHbIMU U3 YXUCa COTPYOHUKOB OpraHa
KpunTtorpadnyeckon 3awmTbl unu nonb3oBaTenen CK3W, Ons KOTOpbIX OHWM MpefAHa3HauveHbl, npu
cobnoaeHnn Mep, UCKIYaLWNX BE@CKOHTPOIbHbLIN AOCTYMN K HUM BO BpeMs J0CTaBKU,

DKCrlyaTauMoOHHYI0 N TexXHU4Yeckyro nokyMeHTauuio K CK3UM MOXHO nepecbilaTb 3akKa3HbIMU UK
LLEHHbIMU MOYTOBbLIMU OTMPABIAEHNAMN.

33. Onsa nepecbiikn CK3W kKntoveBble OOKYMEHTbI AO0JIKHbI ObITb MOMeLleHbl B MPOYHYIO YMaKoBKY,
NCKT0YaloLWYl0 BO3MOXXHOCTb WX (MU3MYECKOro TMOBPEeXAEeHUSs W BHEWHero BO34eNCTBUA, B
0COBEeHHOCTM Ha 3amnncCaHHylo Ki4YeBylo MHgopmaunio. CK3W nepecbinaloT OTAE/IbHO OT KJIKOYEBbIX
OOKYMEHTOB K HUM. Ha ynakoBKax yKa3biBalOT OpraH KpunTorpadnyieckon 3almTbl UK nonb3oBaTens
CK3W, onga KoTopbIX 3TU YNakKOBKW rnpefaHasHadeHbl. Ha ynakoBkax gnsa nonb3oatensa CK3W genatwoT
nomeTky "JIM4HO". YNaKoOBKW onevyaTbiBalOT TakuMm obpa3om, 4TObObl WCKKOYanNacb BO3MOXXHOCTb
N3BJIe4YEeHNS N3 HNX coaep>xmnmoro 6e3 HapyLleHUs yNakoBOK U OTTUCKOB NeYyaTu.

OcopMieHHY0 TakuM 06pa3oM yMnakoBKy, MNpu MpeabsaBieHun ¢enbACcBA3bio  AOMNOJHUTENbHbIX
TpeboBaHWn, MoOMeLllaloT BO BHELWIHIOK YMNAaKOBKY, OMOPMJIEHHYID COrflacHO MnpeabsABASeMbIM
TpeboBaHuMsAM. [JO MepBOHAYasIbHOWM BbICLIIKA (MK BO3BpalleHWs) aapecaTy coobulaloT OTAesIbHbIM
MUCbMOM OMMUCAHNE BbICbITAEMbIX €MY YMAKOBOK U NeYvyaTel, KOTOPbIMA OHU MOryT BbITb OnevaTaHbl.

34. Ons nepecbinikn CK3W, 3kcnnyaTaUMOHHOW M TEXHUYECKOW [OOKYMEHTaLUUW K HUM, KIOYEBbIX
[LOKYMEHTOB C/ielyeT MoAroToBUTbL COMPOBOAMTENIbHOE MUCbMO, B KOTOPOM HeobxoAuMo yKasaTb, YTO
MOChbIIAETCA N B KAKOM KOJINYECTBE, YYeTHble HOMEepa WU3AeNuin WaM OOKYMEHTOB, a TakKXXe, Mnpwu
HeobXxoOAMMOCTM,  Ha3HAYeHMe U MOPSAOK  WCMOJIb30BaHWS  BbICbIIAEMOro  OTMpaBJieHUs.
ConpoBoaunTeNibHOE NMMCbMO BKAAbIBAlOT B OAHY N3 YMaKOBOK.

35. MofnyyeHHble YNaKOBKW BCKPbLIBAOT TOJIbKO B OpraHe KpunTorpaguyeckom 3awinTbl WX JINYHO
nosnb3oBaTenn CK3W, onsa KOTopbIX OHW NMpefHa3HavYeHbl. Ecnn cogepxmnmoe noay4YeHHOW YNakoBKU He
COOTBETCTBYET YKa3zaHHOMY B COMNPOBOAUTESIBHOM NMUCbME WX CaMa YrNakKoBKa M nevyaTb - X onucaHuio
(oTTUCKY), @ TakXXe ec/in ynakoBKa MOBpeXXAeHa, B pe3y/ibTaTe 4yero obpa3zoBasca cBOOOAHLIA AOCTYM
K ee CoOepXumoMmy, TO MosiydaTesb COCTaBNAET aKT, KOTOPbIA BbiCblIaeT OTMNpaBUTeNto, a npwu
HeobxoAMMoCT MHGopMUupyeT 06 3TOM COOTBETCTBYIOLWWUA OpraH KpuUnTorpachnyeckom 3allnThbl.
MonyyeHHble ¢ TakmMu oTrnpasaeHnamm CK3WN n kna4yeBble OOKYMEHTbI A0 MOAYYEHUSA yKa3aHUn oT
oTNpaBuUTeNs N opraHa Kpuntorpau4eckon 3aLmnThl MPUMEHATb He pa3peLllaeTcs.

36. Mpu obHapy>xeHUNn BpaKoBaHHbLIX K/IIOYEBbLIX OOKYMEHTOB WM KPUMTOKJOYEN OOWH 3K3eMnisp
6pakoBaHHOro u3genua cregyeT BO3BPAaTUTb W3rOTOBUTESNIO 4Yepe3 COOTBETCTBYIOLWIUIA OpraH
KPUNTOrpauyeckon 3alinTbl AN YCTAHOBAEHMS TMPUYMH MNPOUCLLIEeAWEero U WX YCTPaHEeHUs B
NanbHelnlleM, a OCTaBLUMECS 3K3eMMsAPbl XPaHUTb A0 MOCTYMAEHUS OOMOJIHUTENbHbLIX YKa3aHui oT
opraHa KpunTorpagunyeckon 3anTbl I NU3rOTOBUTENS.

37. Nuuen3nat PAMCU, ponycTuBWMA Bpak NpU N3rOTOBJEHUM KJIIOYEBBLIX LOKYMEHTOB, C LeEJsblO
BbISIBJIEHNA MPUYUH CAyYuMBLUErocs MoxkeT obpaTuTtbcs B PAMNCU ons npoBegeHMss Ha OOrOBOPHON
OCHOBE 3KCMepTn3bl BpakoBaHHbIX KJHOYEBbLIX JOKYMEHTOB.

38. Mony4dyeHune CK3W, 3kKcnayaTauMOHHONW W TEXHUYECKOW [OKYMEHTauunm K HUM, KJHYeBbIX
OOKYMEHTOB O0J/IKHO ObiTb MOATBEPXXOEHO OTNPAaBUTENO B COOTBETCTBUM C MOPSAKOM, YKa3aHHbIM B
conpoBoauTensHoM nucbme. OTnpaBuTesb 0653aH KOHTPO/IMPOBATb AOCTaBKY CBOMX OTMpaBJ/ieHUN
agpecataM. Ecnm oT appecaTta CBOEBPEMEHHO HE MOCTYMNUI0 COOTBETCTBYIOLLEro NOATBEPXXAEHUS, TO
oTnpaBuTeNb [OOJDKEH HampaBUTb €My 3anpoC U MNPUHATbL Mepbl K YTOYHEHUID MEeCTOHAXOXAEHWUS
oTnpaB/ieHUI.

39. 3aKa3 Ha M3roToBJIEHNE O4YepenHbIX KJYeBbiX OOKYMEHTOB, MX W3roTOBJZIEHWE N PaCCbIJIKY Ha
MeCTa WCnonb30BaHUNA ONA CBoeBpeMeHHOI7I 3aMEHbl ,El,eIZCTBy}OLLI,I/IX KNK4YeBbIX OOKYMEHTOB ClienyeT



npon3BoaunTb 3abnaroBpeMeHHo. YKa3aHne o0 BBOJE B [ENCTBME O4YepeliHbiX KJIOYEBbLIX NOKYMEHTOB
MOXKET OblTb AAHO TOJ/IbKO MOCJE MOCTYMNEeHNS B OpraH KpUnTorpadruyeckon 3alinTbl MOATBEPKAEHUIA
OT BCEX 3aMHTepecoBaHHbIX Monb3oBaTenen CK3M o nonyyYeHUUM VMU OYepenHbIX KIYEBbIX
[LOKYMEHTOB.

40. Paccbinka wun3rotaBamBaembix @AIMCU  KNOYEBBIX OOKYMEHTOB WM  WUCXOOHOWN  KJIIOYEBOMN
MHGpOPMaLMM  Ha MecTa WUCMOJIb30BaHUA MOXET Npous3BoAUTbCA denepabHbIMU  OpraHamu
MPaBUTENIbCTBEHHOW CBA3M U MHGOpMaunn. Takas paccbiylka OCYyLEeCTBASEeTCA Mo 3asBKaM oOpraHa
KpUNTOorpauyeckon 3alinTbl NN 3as9BKaM KOOPAWHMPYIOLWEro opraHa KpunTorpaguyeckom 3alinThbl
(Npn ero Hann4nMn) Ha OOroBOPHOW OCHOBE.

41. Hewncnosnb3oBaHHble WKW BbiBEAEHHbIE W3 [OEWCTBUA KJ/OYEBble [OKYMEHTbl noasexaT
BO3BpPALLLEHNIO B OpraH KpMNTorpaduieckon 3aliuTbl N MO ero YKa3aHuio O0/HKHbl OblTb YHUUYTOXEHbI
Ha MecTe.

42. YHUYTOXEHUE KPUNTOK/Yen (MCXOOHOW KAOY4EBON MHOPMaLUM) MOXET NPOU3BOAUTLCA NyTeMm
PUN3NYECKOro YHUYTOXKEHUS KJIK0HEBOr0 HOCUTENs, Ha KOTOPOM OHM PacnosioXeHbl, Wan nyTem
CTUpaHua (pa3spylleHuns) KpunToka4yen (MCXOOHOW KIYeBOM WHpopMaunn) 6e3 noeBpexaeHus
KJIIO4EBOro HocuTensa (ansa obecnevyeHns BO3MOXKHOCTU €ro MHOMOKPaTHOMO MCMOb30BaHMNS).

KpunTokaoum (MCXOOQHYH KI/OYEBYHD MHGOPMaUWUIO) CTUMpalOT MO TEexXHOJOruWM, MPUHATOW 4ns
COOTBETCTBYIOLWMNX KJOYEBbIX HOCUTENEN MHOMOKPATHOr0 WCMNOJIb30BaHMA (OMCKET, KOMMaKT-OAMCKOB
(CD-ROM), Data Key, Smart Card, Touch Memory u T.n.). HenocpeacTBeHHble 4ENCTBUSA NO CTUPAHUIO
KPUMNTOK/OYEN (MCXOOHOW KYeBOWM MHGOPMauUnM), a TakXXe BO3MOXHble OrFpaHWYeHuUsa Ha
hanbHelwee NpUMeHeHNe COOTBETCTBYHLUMX KJIHOYEBbIX HOCUTENEN MHOMOKPATHOro MCMO/b30BaHUSA
pernamMeHTMPYOTCA 3KCMAYyaTauNOHHOW N TEXHUYECKOW AOKYMeHTaunen K cootBetcTeytowmm CK3W, a
TakK)XXe YKasaHUAaMMU opraHm3aunun, MNpoM3BOOMBLLUEN 3aNMnCb KPUNTOK/OYENW (MCXOQHOW KJll0YeBOM
nHdopMaynmn).

Knio4yeBble HOCUTENN YHUYTOXKAKOT NyTEM HaHeCeHUsA UM HEeYCTPaHUMOro hM3nyYecKoro noBpexaeHuns,
NCKtoYatoLero BO3SMOXXHOCTb UX MCMNOJIb30BaHUSA, @ TakK)Xe BOCCTAHOBJIEHNA KJOYEBOWN WHGOPMaLNN.
HenocpeacTBeHHble OENCTBUSS MO  YHUYTOXKEHMIO KOHKPETHOro TuMa KJIKYeBOro HocuTens
pPerjaMeHTUPYOTCA 3KCMyaTauMOHHON 1 TEXHNYECKOW OOKyMeHTaunen Kk coorsetcTBytowmm CK3U, a
TakXe YyKasaHWsMKU OpraHm3auunm, MNpoOV3BOAMBLUEN 3aMNUCb KPUMTOK/OYEN (MCXOOHOW KJOYeBOW
nHdopmauunn).

ByMa>KHble 1 nMpoynme CcropaemMblie KJoYeBble HOCUTE/IN, a TakKXXe 3KCrJyaTauMoHHas N TeXHu4eckas
OOKYyMeHTauuna K CK3M YHUYTOXKAOTCA nNyTeM COKUraHna mam C noMoLLbio nobbix 6yMarope3aTeanb|x
MallnH.

43. CK3W yHmn4TOXaT (YyTUam3mpytloT) B cooTBeTcTBUM C TpeboBaHuamm MonoxxkeHusa MK3-99 no
peweHunto obnagatena KoHPUAeHUMaNnbLHON MHGopMauumn, Bnagetowero CK3U, n no cornacoBaHuio ¢
nnueH3naTom OAMNCH.

Hame4yeHHble K YHUYTOXeHUIO (yTuamsauum) CK3W nopnexkaT M3bATUIO U3 anmapaTHbIX CPencTs, C
KOTOpPbIMW OHWU yHKUMOHUpoBanu. MNpun 3Tom CK3U cynmTaloTCcsa M3BATBIMU U3 anmnapaTHbIX CpencTs,
€C/IN NCNOoJIHEHaA npenyCMOTpPEeHHaa 3KCMJlyaTauMOHHOM U TeXHUYeCcKom AoKyMmeHTaumen kK CK3U
npouenypa ygpaneHna nporpamMmmHoro obecnevyeHns CK3WM “ OHM NONMHOCTbIO OTCOEAUHEHbLI OT
annapaTHbIX CpeacTs.

44. MpurogHble ANA AafbHENWero UCNOJSIb30BaHWA Y3/4bl U AeTanu annapaTHbIX cpeacTs obuiero
Ha3Ha4YeHWs, He mnMpefHa3HavYeHHble crneunasbHO AJ1S anmnapaTHOWM peanusaunnm Kpuntorpadruyeckmnx
anNropnTMOB UM UHbIX yHKUMA CK3W, a Takxe coBMecTHO paboTawuwee ¢ CK3UN obopynosaHue
(MOHMTOPBI, NPUHTEPLI, CKaHepbI, KNaBMaTypa M T.M.) pa3pellaeTcs UCMoab30BaTb NOCAE YHUYTOXEHUS
CK3W 6e3 orpaHuyeHuin. MNMpn 3ToM nHpOpMaL s, KOTOpas MOXXET OCTaBaTbCs B YCTPONCTBaAX MamMaTw
obopypnoBaHus (Hanpumep, B NpUHTEpPaXxX, CKaHepax), Ao/HKHa ObITb HageXXHo yaaneHa (cTtepTa).

45. Knio4yeBble OOKYMEHTbl OOJ/IKHbl OblTb YHUYTOXEHbI B CPOKW, YKa3aHHbIe B 3KCMJyaTaUWOHHON U
TeXHUYeCKOW OOKYMeHTaumm K cooTBeTcTByOWMM CK3W. ECAM CPOK YHUHTOXKEHUSA dKCNJyaTalMoHHON
N TEXHNYECKOW OOKYMEHTaLMEN He YCTAaHOBJIEH, TO KJIl0YEBble OKYMEHTbI AO0/KHbI ObITb YHUYTOXXEHbI
He no3gHee 10 cyToOK nocsie BbiIBOOa UX U3 OENCTBUSA (OKOHYaHUA CpoKa AeNCTBUA). PaKT YHUYTOXKEHNS
ocopMNAeTCa B COOTBETCTBYHOLWMX XypHaslax NO3K3EMMJSAPHOro yyeTa. B 3T e CpoKM C OTMETKON B
TexHU4YeCcKoM (annapaTHOM) XXypHane nognexaT YHUYTOXKEHMIO pa30Bble KJIYEBbIE HOCUTEIN N paHee
BBeAeHHasa u xpaHsawasncsa B CK3W nanm vHbIX ONOAHUTESNIbHbIX YCTPONCTBAX K4YeBas MHMopMauns,
COOTBETCTBYIOWAA BbIBEAEHHbIM W3 OENCTBMSA KPUMTOKJ/OYAM; XpaHAawmecs B Kpuntorpaduyecku
3alMLLEHHOM BUAE AaHHblE ceayeT nepewndpoBaTb Ha HOBbIX KPUNTOK/IIOYaX.



46. Pa3oBble KJOYEBbIE HOCUTENM, a TaK)Xe 3JIeKTPOHHbIE 3anncu KJw4YeBon uHbopMaumn,
COOTBETCTBYIOLLEN BbIBEAEHHLIM M3 OENCTBUSA KPUMNTOKIOYaM, HenocpeacTBeHHO B CK3U wuam nHbIX
OOMNOSIHNTENbHbIX YCTPOMCTBAX YHMYTOXKATCA nosb3oBaTensamm 3Tux CK3W camocTosTensHo nop
pPacnmncKy B TEXHNYECKOM (anmnapaTHOM) XXypHane.

KntoyeBble OOKYMEHTblI YHUYTOXATCA nmbo nonb3oBatenamum CK3W, nubo coTpyaHMKamm opraHa
KpuUnTorpaunyeckon 3alinTbl MNO4 PacnuUCKy B COOTBETCTBYIOLLMX XYpPHasax NMO3K3EMMAAPHOro y4yeTa,
a YHUYTOXXeHne 6onbworo obbemMa KOYEBbLIX OOKYMEHTOB MOXET ObiTb 0DOPMSIEHO aKTOM. [pn 3TOM
nosb3oBatensam CK3U paspewaetcsa YHUYTOXaTb TOJIbKO WUCMOJIb30BaHHbLIE HEMNOCPEeOCTBEHHO MMWU
(NMpeoHa3Ha4YeHHble AN HUX) KPUMNTOKAYM. [locne yHuMYTOXeHMs nosb3oBaTenn CK3W gosxHbI
yBeaoMuTb 06 3TOM (TenedoHorpaMmom, YCTHbIM coobuieHnem no tenedoHy n T.M.) COOTBETCTBYHOLMN
opraH Kpuntorpau4eckon 3awnTbl A9 CANCAHUSA YHUYTOXKEHHbIX AOKYMEHTOB C UX JINLEBbLIX CHETOB.
He pexxe ogHoro pasa B rog nosb3oBatenn CK3W O0os>KHbl HanpaBasaTb B OpraH KpunTorpaguyeckom
3aLlUNTbl MUCbMEHHbIE OTYETbl 00 YHUYTOXKEHHbIX KJIIOYEBLIX OOKYMeHTax. OpraH Kpuntorpau4eckon
3aWMTbl BrpaBe yCTaHaB/MBaTb MNEPUOONYHOCTb MpencTaBs/ieHUsa YKa3aHHbIX OTYETOB Yalle OAHOro
pasa B rog.

YHUYTOXEHME O aKTy MPOU3BOOUT KOMUCCMS B COCTaBe He MeHee [OBYX YenoBeK W3 4ucna
COTPYOHWKOB OpraHa KpuUNTorpauyeckon 3alnTbl. B akTe yKa3blBaeTcs, YTO YHUYTOXAETCS U B
KakoM KoJindectBe. B KOHLIe aKTa AeflaeTcs UToroeas 3anuchb (LUndpamu v Nponucbio) o KoanmyecTse
HAMMEHOBAHUN U 3K3EMIMJISPOB YHUYTOXXAEMbIX KJIIOYEBLIX [OKYMEHTOB, WHCTanampywowmx CK3U
HOCUTeNen, 3KCNAyaTauMoOHHOM N TEXHUYECKON OOKYMeHTauun. cnpaBieHna B TeKCTe aKTa OO0JIXKHbI
ObITb OroBOpeHbl U 3aBepeHbl MOoAMUCAMU BCEX YJIEHOB KOMWUCCUM, TMPUHUMABLUMX Yy4acTue B
YHUYTOXEHUU. O MNpoBeAEeHHOM YHUYTOXEHWUUN [OeNaloTCA OTMETKM B COOTBETCTBYIOLWMX >KYPHasax
NMO3K3eMMJISPHOro yyeTa.

47. KpunToKJ4YN, B OTHOLUEHUM KOTOPbIX BO3HUKJIO MOOO3PEHME B KOMMpPOMETauun, a TakxXe
OencTByLlWMne COBMECTHO C HUMU [Apyrne KpUnToka4Ynm HeobxoAMMO HeMeasieHHO BbIBeCTU U3
OEeNCTBUSA, €C/IN NHOM MNOPSAOK HE OrOBOPEH B 3KCMJlyaTaLMOHHOWM N TEXHUYECKOW OOKYMeHTauum K
CK31. O BblBOAE KPUMTOKAOYEN n3  AencTBma coobuwaloT B COOTBETCTBYHOLWMA  opraH
KpunTorpaunyeckon 3awmnTbl. B 4ype3Bbl4aHbIX Cllydasx, Korga OTCYTCTBYIOT KPUMNTOKKOYU AN
3aMeHbl CKOMMPOMETUPOBaAHHbLIX, AOOMYyCKaeTcs, Mo peweHuto nuueHsnata PAMNCU, ncnonb3oBaHue
CKOMMPOMETUPOBAHHbIX KPUMTOKJIIOYEN. B 3TOM cnydvae nepuon MCNosib30BaHUS
CKOMMPOMETUPOBAHHbIX KPUMNTOKJOYEN [o/KeH OblTb MaKCMMalbHO KOPOTKMM, a nepenaBaemMas
WHGOPMaLNA KaK MOXXHO MEHEE LIEHHOWN.

48. O HapyweHM1AX, KOTOpble MOryT NPMBECTU K KOMNpoMeTaun KPUNTOKI0YEn, UX COCTaBHbIX YacTeun
nan nepegaBaBLUENCsa (XpaHAWENCA) C MX WCNOJb30BaHWEM KOHpUAEHUMaNbHON WHGOPMaLun,
nosnb3oBaTenn CK3W obs3aHbl coobliaTb B COOTBETCTBYIOLWMA OpraH KpunTorpauyeckom 3alimThbl.
OCMOTp KJIHOY4EBbLIX HOCUTENEeN MHOMOKPAaTHOrO WCMOAb30BaHUSA MOCTOPOHHMMMK NULaMuU He crnepyeT
paccMaTpuBaTb KaK MOLO3PEHME B KOMMPOMETAUUM KPUMNTOK/OYEN, eCcam npu 3TOM UCKAYanach
BO3MOXHOCTb WX KOMUPOBaAHUA (4YTeHUs, pasMHOXXeHUs). B cnyvyaax HepocTayn, HenpenbsBAEHUS
KJIOYEBbLIX LOKYMEHTOB, @ Tak>Xe HeonpeneneHHOCTU UX MEeCTOHAXOXXOEHUS MPUHUMAIOTCH CPOYHbIE
Mepbl K UX PO3bICKY.

49. MeponpuaTUS NO PO3bICKY W JIOKanM3auum NOCAeACcTBUIA KOMMOpoOMeTauun KOHduaeHunabHON
MHGpOopMaLnn, nepefaBaBllencs (XpaHawencs) ¢ ncnonbiosaHmem CK3UW, opraHmnsyeTt n ocylecTenseT
obnapgaTtesnb CKOMNPOMETUPOBAHHOW KOHUAEHUMaNbHON NHhOoOPpMaLnN.

50. Nopsapok onoBeweHnsa nonb3oBaTtenen CK3M o npegnonaraemMon KOMNpoMeTaunum KpUNTOKJIOHEN 1
MX 3aMeHe yCTaHaBIMBAEeTCHA COOTBETCTBYIOLWMM OpraHoM KpunTorpagunyeckon 3awmnTbl namn GAMCH.

V. Pa3meLwleHne, cneymnanbHoe obopynoBaHue,
OXpaHa 1 opraHmsaunsa pexmma B NoMelleHnsXx,
roe yctaHoBJsieHbl CK3 nnm xpaHATCA KNo4YeBble
OOKYMEHTbl K HUM

51. Pa3sMeuweHne, cneumnanbHoe obopyaoBaHME, OXpaHa M OpraHU3auusa pexuma B NOMeLleHUsx, rae
ycTaHoBfeHbl CK3W unum xpaHAaTCA KlOYeBble [OKYMeHTbl K HUM*(11l), posxkHbl obecnedyuBaTb
COXPaHHOCTb KOHMAEHUMaNbHON MHopMaunmn*(12), CK3W, kno4eBbiX 4OKYMEHTOB.

Mpn obopynoBaHMK CNeunoMEeLLEHNIA O0J/KHbI BbIMOMHATLECA TPebOBaHMA K pa3MELLEHUNIO, MOHTaxKy
CK3MW, a Takxxe gpyroro obopynoBaHusa, dyHKLMoHupyowero ¢ CK3U.



MepeyncneHHole B HacTodAwen WHCTpykuunm TpeboBaHMA K  CREUNOMELLEHUAM  MOFyT He
npeabaBnsaATLCSA, €CIN 3TO NpeayCcMOTPeHO nNpaBuaamMmu nonb3oBaHna CK3U, cornacosaHHbiMn ¢ GATCH.

52. CneunoMelleHNsl BblAENSAIT C yYeTOM pPa3MepoB KOHTPOJSIMPYEMbIX 30H, PErJlaMeHTUPOBAHHbIX
SKCMJIyaTaLUMOHHOW M TexHUYeckon JokymeHTaumenn k CK3U. CrneunomMelleHUs [O0SKHbl UMeTb
NMPOYHbIE BXOAHblE OBEPW C 3aMKaMW, FapaHTUMPYHOLWMMU HadeXHOE 3aKpbiTUe CrneunomMelleHnin B
Hepaboyee Bpems. OKHa CcreunoMelleHU, PaCMnoJIOXKEHHbLIX Ha MePBbIX WAN MNOCAEAHUX 3Ta)kKax
3[aHUIN, @ TaKXe OKHA, HAaXOOALIMECA OKOJIO MOXKAPHbIX NIECTHUL, U OPYrMX MecCT, OTKyAa BO3MOXXHO
NMPOHUKHOBEHNE B CreunoMelleHns MOCTOPOHHUX Nnl, Heobxoaummo obopynoBaTb MeTal/In4yeckKuMin
pelweTkamMn, WANW CTaBHSAMU, WINW OXPAHHOW CUrHanAM3auuen, wunm  OpyrumMm  CpeacTBaMu,
NPensATCTBYIOLWNMN HEKOHTPOJIMPYEMOMY MPOHUKHOBEHUIO B CMELINOMELLLEHUS.

53. Pa3melleHune, cneumanbHoe obopyaoBaHMe, oOXpaHa U OpraHM3auns pexrnma B crneunoMeLLeHnsx
OpPraHoB KpuUNTorpauyeckon 3alWuTbl OO/KHbI  UCKIHOYUTb BO3MOXKHOCTb HEKOHTPOJIMPYEMOIro
NMPOHMKHOBEHUSI UAN NpebblBaHMUA B HMX MOCTOPOHHUX JIML, @ TakXe MNpPoCMOTpa MOCTOPOHHMMMU
NMuaMn BenyLmnxcsa Tam pabor.

54. Pexxum oxpaHbl creunoMelleHUn OpraHoB KpuUnTorpaduyeckon 3almTbl, B TOM 4ucie npasuna
[onycka COTPYOHWKOB M mnoceTuTenen B paboyvyee m Hepaboyee BpeMs, yCTaHaBAMBaeT NMLEH3NAT
DAMNCU no cornacoBaHuto, npu HeobxoammocTun, ¢ obnagateneMm KoHpuaeHLnanbHON nHpopMaLumu, B
MOMELLEHMNAX KOTOPOro pacrojlaraeTca COOTBETCTBYIOLWMA OpraH KpUNTOorpaguyeckon 3allnThbl.
YCTaHOB/IEHHbIN pPeXUM OXpaHbl AOJ/IKEH NpefycMaTpmuBaTb NEepUogNYeCcKNn KOHTPOJb 3a COCTOSHUEM
TEXHNYECKMX CPeAcCTB OXPaHbl, €C/IN TaKOBble MMEIOTCS, @ TakXe YYUTbIBaTb MOJIOXKEHUS HACTOALLEN
NHCTpyKLMN,

55. [1Bepu cneunoMeLLEeHNN OPraHoB KpUNTorpamM4yeckomn 3anTbl 40JKHbI ObITb MOCTOSAHHO 3aKPbIThI
Ha 3aMOK W MOTFyT OTKPbIBAaTbCA TONbLKO AN CAHKLUMOHMPOBAHHOIO MpoxoAa COTPYOHUKOB W
nocetTntenen. Knwo4ym ot BXOAHbIX OBEPEN HYMEPYIOT, YYUTbIBAOT M BbigalOT COTPYOAHMKAM OpPraHoB
KpunTorpadmnyeckonm 3awmMTbl MO PaCnMCKy B >KypHase yyeTa XpaHuauw,. OybnukaTbl Kao4en oT
BXOOHbIX [OBepen Takux ChneynoMeLleHnn crenyeT XpaHUTb B Celde pykKoBOAMTesnd oOpraHa
KpunTorpauyeckon 3awuTbl. XpaHeHne AOybAnMkKaToB  KJOYEN BHE  TMOMELWLEeHWN  opraHa
KpuUnTorpagunyeckom 3anTbl HE AOMYCKaeTCs.

56. [na nNpenoTBpalLeHns NpocMoTpa M3BHE CreLnoMeLeHNn OpraHoB KpUNTorpauyeckom 3alnThbl
MX OKHA A0J/KHbI ObITh 3aLMLLEHDI.

57. CneunoMelleHNnss opraHoOB KpunTorpadu4eckon 3alinTbl, Kak NpaBuio, OO/KHbl ObiTb OCHALLEHDI
OXPaHHOW CUrHaNM3aumnen, CBA3aHHOW CO CNy>XB0oM oxpaHbl 34aHUSA WU OEXYPHbIM MO OpraHu3auun.
NcnpaBHOCTbL CUrHanAM3auum nepuoanyeckm Heobxoaumo MpoBepATb PYKOBOAUTENO OpraHa
KpunTorpahnyeckom 3aLlmTbl UM MO €ro NopyYHEHMIO APYromMy COTPYLHUKY 3TOF0 OpraHa COBMECTHO C
npenctasmTenemM cnyxbbl oXpaHbl UM OEXYPHbLIM MO OpraHu3aumMm C OTMETKOM B COOTBETCTBYHOLINX
XYpHanax.

58. Kaxabil opraH kpunTtorpauyeckonm 3awnTbl OS19 XPaHEHUA  KJIOYEBbIX [AOKYMEHTOB,
3KCMNJlyaTauMOHHON N TEXHNYECKON AOKYMeHTauum, nHctananpywmx CK3W HocnTenen 4osiXKeH nMeTb
HeobxoQMMoe YNCNO0 HaOEXHbIX METAJUIMYECKNX XpaHUanLW, o60pyaoBaHHbIX BHYTPEHHUMUW 3aMKaMu C
OBYMA 3K3eMnaspaMu KJ4Yen M KOAOBbIMM 3aMKaMu WaM npucrnocobneHnsamm pnsa onedaTbiBaHUA
3aMOYHbLIX CKBaXXWH. OOQuWH 3K3eMnasap KJ4Ya OT XpaHWIUWa LOJIKEH HaxXoOuTbCA Yy COTPYOHMKA,
OTBETCTBEHHOIro 3a xpaHuauwe. OybnumkaTbl KAOYENn OT XpaHWUAUW, COTPYAHUKM XPaHAT B cende
PYKOBOAUTENSA OpraHa Kpuntorpauyeckom 3anThbl.

OybnnkaT KfYa OT XpaHuauwia PYKOBOAUTENS OpraHa KpUNTorpaduyeckon 3alwmTbl B onevyaTaHHOMN
yNakKoBKe [O0JIKeH ObiTb nmepegaH Ha XpaHeHuMe OO0JIKHOCTHOMY /uuy, Ha3HadYaeMoMy JMLEeH3MaToM
OATCH, noa pacnmcky B COOTBETCTBYHOLLEM XXypHane.

59. Mo okKoH4YaHuM paboyero pOHA CMNeunoMEeLleHNs oOpraHa KpunTorpauyeckon 3alinuTbl W
YCTAHOBJIEHHbIE B HUX XpaHWAULLA A0JKHbI ObiTb 3aKpbiThbl, XPaHWAMLWA oneYaTaHbl. Haxoaawmecs B
NMOJIb30BaHUM KJIKOYN OT XPaHWNL, O0JIKHbI ObITb CAaHbl MO PAacMUCKy B COOTBETCTBYIOLLEM XXYpHase
PYKOBOAUTENIO OpraHa KpunTorpapunyeckonm 3almTbl WA ULy, UM YNOJIHOMOYEHHOMY (AeXXypHOMY),
KOTOpPbIE€ XPaHAT 3TN KOYU B JINYHOM UK CNeLMasibHO BblAESIEHHOM XpaHuUamLLe.

Kntoyn oT crneunoMelleHnidi, a TakXe KJY OT XpaHWaulia, B KOTOPOM HaxXoOATCS KJOYM OT BCeX
OPYrux XpaHUULL opraHa KpunTorpadnuyeckon 3alliuThl, B ornevyaTaHHOM BuUae OO0JKHblI ObiTb CcAaHbl
noJ pPacnucky B COOTBETCTBYIOLLEM XXypHase ciyxbe oxpaHbl WAM OeXYPHOMY MO OpraHu3auun
OlHOBPEMEHHO C Mnepegayern nog oxpaHy camMumx crneuroMelleHUn. MevyaTu, NpenHasHadYeHHble OJ1s
orneyvyaTblBaHUSA XPaHUANULL, AOJKHbI HAXOOUTBLCSA Y COTPYAHMKOB OpraHa KpunTorpaguyeckon 3aWmnThl,
OTBETCTBEHHbIX 3@ 3TV XPaHWUIULLA.



60. Mpu yTpaTe KJYa OT XpPaHWAULIA WAW OT BXOAHOW [BEpPU B CreunoMelleHne opraHa
KPUNTOrpauyeckon 3aliuTbl 3aMOK HeobXxoAMMO 3aMeHUTb WaW nepefenaTb ero cekper C
N3roTOBJIEHUEM K HEMY HOBLIX KJIlOYEN C JNOKYMeHTasbHbiM othopMieHeM. Ecnm 3aMoK OT xpaHunuiia
nepenenaTb HEBO3MOXHO, TO TakKoe XpaHunivuie HeobxoaMMo 3aMeHUTb. MopsAA0K XPaHEHUS KJIIOYEBbIX
N OpYyrnx OOKYMEHTOB B XPaHWAWULLIE, OT KOTOPOro yTpayeH KJoY, A0 W3MEHEeHUs CekpeTa 3aMKa
yCTaHaBAMBAET PYKOBOAUTESb OpraHa KpUNTorpauyeckom 3aliunThbi.

61. B 06bI4HbIX YCNOBUAX CreLnoMelleHns opraHa Kpuntorpauyeckon 3alnTbl, HaxXoOsawWwmnecs B HUX
onevyaTaHHble XpaHuanwa MoryT 6biTb BCKPbITbl TO/IbKO COTPYOHMKaMW opraHa Kpuntorpadu4eckon
3alWmnThl.

Mpn obHapy>XeHnn NMPU3HaKOB, YKa3blBalOLWMX Ha BO3MOXKHOE HECaHKLUWOHMPOBAHHOE MPOHMKHOBEHMWE
B 3TV CMeunoOMEeLLEHNS NN XPaHUINLA NOCTOPOHHUX NNL, O CIYYUBLUEMCS O0JIKHO BbiTb HEMEOIEHHO
COObOLIEHO PYKOBOAWUTENIO OpraHa KpunTorpauyeckon 3awnTtbl. MNpubbiBlUMe COTPYOHUKW OpraHa
KpUNTOrpagunieckon 3anTbl AOJIKHbI OLLEHUTb BO3MOXXHOCTb KOMMNPOMETaL NN XPaHALLNXCA KOYEBBIX
N OPYrnx OOKYMEHTOB, COCTaBUTb aKT W MPUHATb, Npy HeObXOAUMOCTW, MEepbl K JIoKanam3auuu
nocnencTBuUin KOMNpoMeTaunn KOHUAeHUNaNbHOW MHPOPMaLUN N K 3aMeHe CKOMMPOMETMPOBAHHbIX
KPUNTOKJIIOYEN.

62. Pa3smeweHue n moHTaxx CK3U, a Takxe apyroro obopynosaHusa, dyHKuUMoHMpyowero ¢ CK3U, B
cneynomeweHnax  nonb3oBatenen  CK3WM  [QOKHBI  CBECTUM K MUHUMYMY  BO3MOXHOCTb
HEeKOHTPOJIMPYEeMOro JoOCTyrna MOCTOPOHHUX JINL, K  YKasaHHbIM  cpeAcTBaM. TexHuYyeckoe
obcny>xmBaHue Takoro o6opynoBaHuUsa N CMEHa KPUMNTOKJIIOYEN OCYLECTBAAIOTCS B OTCYTCTBME AL, He
AonyuweHHbIX K paboTe ¢ gaHHbiMKM CK3W.

Ha Bpemsa oTcyTcTBMA nonb3oBaTenenn CK3W ykasaHHoe obopypoBaHue, NMpu Halnydmm TeXHUYEeCKOn
BO3MOXHOCTUN, OO/DKHO BObITb BbLIK/IOYEHO, OTK/IOYEHO OT JIMHUM CBA3M U ybpaHO B onevaTbiBaeMble
XpaHunuwa. B npoTtuBHOM csiydae nonb3oBatenim CK3W  no cornacoBaHWio C  OpraHom
Kpuntorpadmyeckon 3awmTbl 06A3aHbl MNpPeaycMOTpPeTb OpraHM3auMOHHO-TEXHUYECKUe  Mepbl,
NCKJII0YatoLLne BO3MOXHOCTb ncnosib3oBaHnsa CK3W noCcTOpOHHMMN NvLamMim B MX OTCYTCTBUE.

63. Pexum oxpaHbl creynoMelleHnn nonb3oBaTenen CK3W, B TOM 4ucne npaBwuia [onycka
COTPYOHMKOB W noceTuTenen B pabodyee wun Hepaboyee BpeMs, ycTaHaBAuBaeT obnapaTenb
KOH(UAEHUNANIbHOM MHhopMaumn no COrsiacoBaHuto C COOTBETCTBYOLWUM opraHom
KpunTorpadmMyeckom 3alWnTbl. YCTAHOBJIEHHbIA PEXWUM  OXpPaHbl  [OJDKEH MpedycMaTpuBaTbh
Nnepnoanvyecknini KOHTPOJIb 3a COCTOSIHMEM TEXHUYECKUX CPeACTB OXpPaHbl, €C/iM TAaKOBblE MMETCSH, a
TaKXXe YyYNTbiBaTb MOJIOXKEHUSA HacToAwen MHCTpyKunun, cneunduky mn ycnoBmua paboTbl KOHKPETHbIX
nonb3oBaTtenen CK3U.

64. B cneunomelweHnax nonb3osatesien CK3N gna XpaHeHUS BblOaHHbIX MM KJIOYEBbLIX O4OKYMEHTOB,
3KCMJlyaTaUMOHHOW N TeXHUYeCcKon AoKyMeHTauun, nHctannmpyowmx CK3W HocuTenen Heobxoammo
MMEeTb O0CTaTOYHOE YMCNO HafeXHO 3anupaeMbliX LWIKAGOB (AWMKOB, XpaHWAULW,) WHONBNOYASIbHOIO
NMonb30BaHUs, 060pyA0BaHHbLIX NpucnocobneHmnsaMmn ans onevyaTbiBaHUS 3aMOYHbIX CKBa)XKMH. Knoun oT
3TUX XPaHUANLL, AO/IKHbI HAXOAUTLCA Y COOTBETCTBYIOLLMX Mosb3oBaTenen CK3U.

65. MNpu yTpaTe KJoYa OT XpaHWIULLLA UAK OT BXOOHOM ABEpPW B crieurnomMeuieHne nosib3oatens CK3U
3aMOK Heobxo0AMMO 3aMeHUTb WY NepenesnaTh ero CeKpeT C U3roTOBJIEHWEM K HEMY HOBbLIX KJHOYEN C
[OKYMEHTaslbHbIM odopMiieHneM. Ecnm 3aMoK OT XpaHuauwa nepepesaTb HEBO3MOXXHO, TO Takoe
XpaHuAuLWe HeobxoAUMO 3aMeHUTb. [opsAoK XpaHEHUS KJIOYEBbIX W OPYrux [OOKYMEHTOB B
XpaHWauLLe, OT KOTOPOro yTpayeH KJo4Y, OO0 WU3MEHEeHUs CeKpeTa 3aMKa YyCTaHaB/IMBaeT oOpraH
KPUNTOrpauyeckon 3aliunThbl.

66. B 0ObI4HbIX YCIOBMSIX OneYaTaHHble XxpaHuauwa nonb3oBatenein CK3M MoryT 6biTb BCKPbIThI TOJIbKO
CaMVMK MNOJIb30BaTENSIMMU.

Mpwn o6Hapy>XeHWU NMPU3HAKOB, YKa3blBAOLWMX HAa BO3MOXXHOE HECAHKLMOHMPOBAHHOE MPOHWKHOBEHME
B 3TV CNeunoMeLLeHNa NN XpaHUINLWA NOCTOPOHHUX JINL, O C/TYYUBLUEMCS AOJ/KHO 6bITb HEMeAJIEHHO
cooblleHo pykoBOACTBY obnagaTens KOHMUAEHUWaNbHON WHGOPMaLuM U PYKOBOAUTESNIO OpraHa
KpunTorpauyeckon 3awnTbl. MpubbiBLLME COTPYOHUKN OpraHa KpUNTorparuyeckon 3alnTbl 40JIKHbI
OLIEHUTb BO3MOXXHOCTb KOMIMPOMETALIMN XPAHALLUXCSA KIOYEBbLIX U APYTrUX OOKYMEHTOB, COCTaBUThb aKT
MW NPUHSATb, NpWU  HeobXxoAMMOCTW, Mepbl K JIoOKaAu3auuum nocaeacTBUA  KOMMpoMeTauun
KOH(UAEHUMANbHON NH(OPMaLMN U K 3aMEHE CKOMMNPOMETUPOBAHHbBIX KPUMATOKJ/TIOYEN.



V. KOHTpOJ1b 3a opraHmnsaunen n obecnevyeHmnem
be3onacHoOCTM XxpaHeHnda, obpaboTkn n nepenayun
Mo KaHaJjlaM CBA3U C ucnosab3oBaHnem CK3U
KOH(MnaoeHumnanbHOMm nHpopmMaumnn

67. KOHTposb 3a opraHn3aumen n obecnedyeHmem 6e3onacHoOCTU xpaHeHUs, obpaboTkn n nepepaydn no
KaHanaM CBS3M C ucrnosib3oBaHmeM CK3W koHdumaeHumanbHON WHDOPMaUUN - FOCYyLapPCTBEHHbIN
KOHTPOJIb OCYLLECTBAAIT defepasibHble OpraHbl MPaBUTENbLCTBEHHOW CBA3M U MHGopMauun*(13). B
X04e rocyiapCTBEHHOr0 KOHTPOJIA N3YHalOTCA N OLLEHMBAIOTCA:

opraHmsauma 6e3onacHoOCTU XpaHeHMs, 06paboTkM N Nepedayn No KaHanaM CBA3U C UCMOSb30BaHUEM
CK3W KoHunaeHUManbHOM nHhopmaumu;

OOCTUIMHYTbIN YPOBEHb KPUMTOrpanyeckonm 3awnTbl KOHPNAEHUNANBHOW MHOPMaLNN;
ycnoBus ucnonb3sosaHnsa CK3N.

68. lMpu opraHmsaumm 6e30nNacHOCTU XpaHeHus, obpaboTKM M nepemaynm NO KaHajlaM CBA3U C
ncnonb3oBaHneMm CK3U nognexalien B COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccumnckon depepaunmn
obsA3aTenbHOM 3almnTe KOHMUAOEHUMANbHON WHGOPMAaLMM FOCYyAapCTBEHHOMY KOHTPOJIIO MNOONIEXUT
neaTenbHOCTb nnueH3natoB GAMNCU, a Takxke obnagatenen KOHOUOEHUNANbHON NHpOPMaLMK, eCcnn
HeobxoQMMOCTb KpunTorpaduyeckon 3alinTbl TakKOW WHGOPMaLUM B COOTBETCTBMMU C [lono)XeHnem
MK3-99 onpepnenseTcs rocyfapCTBEHHbIMU OpraHaMum UM rocyaapCTBEHHbIMW OpraHmn3aynaMu.

Mpn opraHmsaunnm 6e3onacHOCTM XxpaHeHus, obpaboTkKm ” nepepayn nNoO KaHajnaM CBA3M C
ncnonb3soBaHnem CK3W He noanexaiwen oba3aTesnbHOM 3alimTe KOHUAeHUManbHON WHgopMaumm
roCyfapCTBEHHOMY KOHTPOJIO MNOOJIEXUT AesaTenbHoCcTb auueH3matoB  PAMNCKU. Obnapatenn
KOHnaeHUManbHON MHpOPMaLUM B 3TOM cilydae MOryT 6biTb MpoBepeHbl heaepasibHbIMU OpraHamm
NMpPaBMUTENIbCTBEHHOW CBA3M U MHOPMaLMKM Wb NO UX Npockbe nam ¢ nx cornacus.

BO3MOXHOCTE U OpPMYy [O0CTyMna roCylapCTBEHHbIX KOHTPOJIbHbIX OPraHoB K COAep>XaHuto
KOH(UAEHUMANbHON H(OPMaLMn onpeaensieT pyKoBOAUTEb MPOBEPSEMON OpraHn3aunu.

CpoKun 1 NepmoanyHOCTb rocyfapCTBEHHOro KOHTponsa onpenensetT GAMNCH.

69. JlnyeHsnaTtol PAMNCU o653aHbl KOHTPOAMPOBATL BbiNOJHEHUE obnagaTensaMu KOHPUAEHUNANbHON
WHpOPMaUMM OaHHbIX MM YKasaHWA No opraHusauum un obecneyeHuto 6€30MacHOCTU XpaHEHUS,
06paboTKM 1 Nepefayn No KaHanaMm CBA3U C ucnosb3oBaHuem CK3U KoHpmnaeHumanbHON nHhopMaLumn,
a Takxe cobniogeHne Takmmm obnagatenamu ycnoBumn ucnosb3oBaHua CK3W, ycTaHOBNEHHbIX
3KCMNJlyaTauMOHHON N TexHuYeckon fokymeHTaumen kK CK3W, ceptucdmnkatom PAMNCU n HacToswen
NHcTpyKumen.

70. B uenax KoopauvHauum rocyfapCTBEHHOr0 KOHTPOAS M KOHTPOJS, MPOBOAMMOro JuueH3naTamu
QAMNCHU, cdepepanbHble opraHbl MPaBUTENIbCTBEHHOW CBA3W U MHQOpMauMM MOryT naaHUpoBaTb U
NPoOBOANTb MPOBEPKU COBMECTHO C 3auHTepeCcoBaHHbIMW opraHaMu KpunTorpauyeckon 3alinThl,
pekoMeHAoBaTb nmueH3natam PAIMNCU o6bekTbl NMPOBEPOK.

71. HenocpenCTBEHHbIA OOMYCK K MpoBepkKe KOMUCCUN WX YNOJIHOMOYEHHOro hefepasbHbiX OpraHoB
NPaBUTENIbCTBEHHOW CBA3WM M MHGMOPMaLUN OCYLLECTBASET PYKOBOACTBO MPOBEPSIEMbIX L, MpU
npeabsBAeHMN MPOBEPSAIOWMMA YAOCTOBEPEHMS (NpeanucaHnsl) Ha NpaBO MPOBEPKWU, 3aBEPEHHOro
neyaTblo, U LJOKYMEHTOB, YAOCTOBEPSIOLLNX JINYHOCTb.

YaoocTtoBepeHus (MpeannucaHnsa) Ha MpaBo MPOBEPKM MOAMUCLIBAKOT reHepanbHbin aupektop PAIMCH,
ero 3aMecTuTenu, a Takxe Mo WUX YKasaHuw - pykoBoauTenn denepasbHbiX OpraHos
NpaBUTeNIbCTBEHHOW CBA3M M MHGOpMauun. Jonyck K NpoBepkKe BO3MOXXEH Ha OCHOBaHWM yKa3aHWN
3TUX UL, NepefaHHbIX N0 TEXHNYECKUM KaHasaM CBA3N.

72. Mo pe3ynbTaTaM roOCyLapCTBEHHOrO KOHTPOAA COCTaBASETCA NOAPOOHLIA UAN KPaTKUM aKT,
cnpaBka. C akTOM NpoBepku (CrpaBKOW) Mo4 PacnUcKy AOJHKHO 6blTb O3HAKOMJIEHO PYKOBOACTBO
npoBepseMbIX NnL,. AKT (CNPaBKY) BbICbIIAOT B COOTBETCTBYIIOLLNIA OpraH KpUntorpauyeckomn 3aLlnThl,
KOOPAVHMPYIOWNIA OpraH KpunTorpadmnyeckon sawnTbl (Mpu ero Haamymu) n denepanbHbii opraH
npaBUTENbCTBEHHON CBA3U U MHopMauun. Ecan B xoae nNpoBepKn BbiABAEHbI HapyLleHnsa TpeboBaHUN
M ycnosuin nuueHsnnm n ceptudukatToB PAIMNCU, To dpeaepasnbHble OpraHbl MPaBUTENIbCTBEHHON CBA3U U



nHpopMaummn coobiaoT B JINLEH3UOHHBLIA U CEPTUDPUKALUNOHHBLIA LeHTp PATMCU 06 3Tux HapyLleHusax
N NPUHATBLIX Mepax.

Echm B wucnonb3oBaHum CK3UM obHapyXeHbl HepmocTaTku, To nuueH3naTbl PAMCU, obnapatenu
KoHunaeHumnanbHON WHdopMaumn o0653aHbl NpUHATL 6e30TnaratefibHble Mepbl K YCTPaHEHUIO
BCKPbITbIX MPOBEPKON HEOOCTAaTKOB W BbIMNOJIHEHNIO PEKOMEHOALWA, N3TOXKEHHbLIX B aKTe MPOBEPKMU.
CoobuieHnss 0 NPUMHATBIX MepaxX A0J/KHbl ObITb MNpeacTaB/ieHbl B YCTAaHOBJIEHHbIE MPOBEPAOLWMNMN
cpoku. Mpu HeobXxoQUMOCTU MOXXeT ObiTb COCTaBJIEH MAaH MEPONpUATUA, rae npeaycMmaTpuBaeTcs
pelweHne cCooTBETCTBYHOLLMUX BOMNPOCOB.

73. OpraHbl KpunTorpauyeckon 3almTbl (KOOPOMHUPYOLLME OpraHbl KpUMTOrpapnieckon salinThbl)
DO/MKHbI 0006WaTh pe3ynbTaTbl BCEX BWUAOB KOHTPOASA, aHaAM3NPOBaTb MPUYUHbI BbISBJIEHHbIX
HepocTaTkoB, pa3pabaTbiBaTb Mepbl MO  UX NPOPUNAKTUKE, KOHTPOUPOBATbL  BbINOJIHEHUE
pekoMeHAaLunn, cooepXXalwnxcs B akTax npoBepok.

74. Ecnu B ucnonb3oBaHun CK3W BbiSiB/IEeHbI Cepbe3Hble HapyLLUeHUs, U3-3a Yero CTaHOBUTCH peasibHON
yTeyka KoHduaeHumanabHon nHpopmMaumm, 6esonacHoCTb KOTOpon obecneynsaeTcs C UCMOJIb30BaHUEM
CK3W, To cepepanbHble opraHbl NPaBUTENbLCTBEHHOW CBA3WM U MHGopMauuu, nuueHsnaTbl DAMNCU
BMpaBe JaTb yKasaHue O HeMedJIeHHOM rpekpalweHun ncnonbsosaHusa CK3M 0o ycTpaHeHna npuymnH
BbIIBJIEHHbIX HapylweHun. B 3Tom chaydae enepanbHble OpraHbl MPaBUTENIbCTBEHHOM CBA3U WU
WHpopMaLMM  MOryT HanpaBuTb B JIMUEH3MOHHBIA U CepTUPMKALUMOHHBIN  LeHTp DATCU
npencrtasneHne o6 oT3biBE (MPUOCTaHOBAEHUN OeNncTBUA) nnueH3nm GAMNCH.

75. ObnapaTtenb KoHduaeHuManbHOM uHGOpMauum BrnpaBe obpaTuTbCA B dedepasbHble OpraHb
NMPaBUTENIbCTBEHHOW CBA3M W WHGoOpMauum C npocbboli 0 npoBedeHUN Ha [OOroBOPHOW OCHOBE
roCydapCTBEHHOr0 KOHTPOASA C UeSblo OLEHKM [OCTaTOYHOCTM U O0BOCHOBAHHOCTU MPUHUMAEMBbIX
nnuensnatom GAMNCU Mmep 3aWwnTbl €ro KOHPUAEHLNANBLHON NHOPMaL NN,

*(1) WHdopmauma C oOrpaHMYeHHbIM OOCTYNOM, He coepykalias CBeOEeHWN, COCTaBAALLMX
rocyfapCTBEHHYIO TalHy, B HacTosAwen NHCTpYyKUMM MMEHYETCS - KOH(UaeHUnanbHaa nHhopMauns.

*¥(2) CeptuduumpoBaHHble OGAMNCU cpeactBa Kpuntorpau4yeckom 3awnTbl KOHPUOAEHLNASbHON
nHhopMaLmn B HacToswen NHcTpykumn nmenyrotca - CK3U. K CK3UW oTHocaTcs:

- peanusyluine KpunTorpauyeckme anropuTMbl npeobpasoBaHUs WHGOPMaLMM  annapaTHble,
NnporpaMMHble WM annapaTHO-NMPOrpaMMHbIE CPeACcTBa, CUCTEMbI M KOMMJIEKCbl, obecneynBaiolime
6e30nacHOCTb MHGopMaLun Npu ee obpaboTKe, XpaHEHUM N Mepedaye Mo KaHasnaM CBSA3M, BKJOYas
CK3u;

- peanusyllme Kpuntorpaduyeckme anroputMmbl npeobpaszoBaHUs MHMOPMALUUKX  annapaTHbIE,
nporpaMmMHble M annapaTHO-NMpPOrpaMMHble CPefcTBa, CUCTEMbl W KOMIMJIEKCbl  3alUUThl  OT
HEeCAHKLIMOHMPOBAHHOI0 A0CTyNa K MHopMauum npu ee obpaboTke U XxpaHeHUN;

- peanusylowme KpunTorpaduyeckne anropuTMmbl npeobpasoBaHna UMHGoOpMaumM annapaTHble,
nporpaMMHble N annapaTHO-MPOorpaMMHble cpeacTBa, CUCTEMbl M KOMMAIEKChl 3aWnTbl OT HaBA3blBaHUSA
JIOXKHOW MHOPMaLLUK, BKJOYasa cpeacTBa UMNTO3aLUNTbI U "3/1eKTPOHHOW noanucun";

- annapaTHble, nporpamMMmHble W anmnapaTHO-MpPOrpaMMHble CpencTBa, CUCTEMbl U KOMIJIEKCHI
N3roTOBJIEHUA U pacripenenieHns Ki4YeBbliX OOKyMeHTOB Onsd CK3W He3aBMCMMO OT BMOA HOCUTENSA
KJ1l04EeBOW MHOpMaL .

*(3) O6napaTtenssMu KOHMUAEHLMANbHOW WHPOPMALUN MOryT ObiTb rOCYyOAPCTBEHHbLIE OPraHbl,
rocyfapCTBEHHblE OpraHM3aumm 1 Apyrve opraHmsaumnm He3aBUCMMO OT UX OpraHM3aLMOHHO-NPaBOBOWA
opMbl 1 hOpMbI COBCTBEHHOCTU, UHAVBUAYASIbHbIE MPEANPUHUMATENN U U3MYECKMe nua.

*¥(4) CeTn KOHMPMAEHUMANLHOWN CBSA3M - CeTU CBA3W, MpefdHasHadyeHHble gfaa nepegayn
KOHbnaeHumnaabHON nHpopMaunn.

*(5) OnepaTopbl KOHUAEHLMANIbHOWN CBA3W - ornepaTopbl CBA3W, MpenocTaBasloWwMe Ha OCHOBAHUU
nnuensnn GAMNCU ycnyrmn KoHdbunaeHUnanabHOW CBA3K C ucnonb3oBaHnem CK3U.

*(6) OnepaTopbl KOHpUAEHUMANBHON CBA3UN U Anua, umerowme nnueHsmwo GAMNMCU n He aBnsoLmMecs
ornepaTopaMn KOHPUAEHLMaNbHON CBA3M, B HAacToALEeNn IHCTPYKUUK UMeHYTCs nuueH3naTtel GATMCA.

*(7) OpraHom KpunTorpaguyeckon 3alnTbl MOXXET ObiTb OpraHu3aums, CTPYKTYpHOe noapa3sgeneHme
opraHusauunm - nuueH3nata GAMNCU, obnagatens KOHPUAEHUNANbHON NHPOopMaunn. PyHKLUN OpraHa



KpI/II'ITOFpaQ)VI‘-IeCKOIZ 3alllNTbl MOTYT 6bITb BO3J10)KEHbI Ha dunsnyeckoe nmuo.

*(8) dumsnyeckme nmua, HENOCPeACTBEHHO AonyuleHHble K paboTe ¢ CK3W, B HacTosawen NHCTpyKuun
MMeHYITCA - nonb3oBaTenn CK3U.

*(9) B HacTosLeNn NHCTPYKLUM UCMONb3YIOTCSA CAeayole NOHATUS 1 onpeaesieHns:

- KpunTorpadunieckuin Koy (KpUNTOKIOY) - COBOKYMHOCTb AaHHbIX, obecneymBatollas BbiI6op 04HOro
KOHKPETHOro KpunTorpaguyeckoro npeobpasoBaHMss W3 4YWC/Ia BCeX BO3MOXHbIX B AaHHOWN
KpunTtorparnieckom CUCTeme;

- KJloYeBas UHGOPMaUMs - cneumanbHbiM 00pa3oM OpraHM30BaHHAs COBOKYMHOCTb KPUMTOKJIOYEN,
npefHa3Ha4YeHHaa [Ona OCYLEeCTBAEHUS KpuNTorpauyeckon 3alWuTbel WHGOPMaAUMU B Te4veHue
onpeneneHHoro Cpoka;

- UCXOAHas KNtoYeBasi UHGOPMaLMsS - COBOKYMHOCTb HOaHHbIX, NMpeAHa3HayYeHHbIX ANs BblpaboTkM Mo
onpeaeneHHbIM NpaBuJiaM KPUMTOKJIIYEN;

- KJIlO4EBOW OOKYMEHT - (PU3NYECKUI HOCUTENb OnpefesieHHON CTPYKTYpbl, COAep XAl KIoYeByto
MHOPMaLMNIO (MCXOOHYIO KJIOYEBYIO MHOPMALMIO), @ MPU HEOBXOAMMOCTU - KOHTPOJIbHYI0, CNYy>XeOHYI0
N TEXHOJIOFNYECKYI0 MHOPMaLLNIO;

- KJIIOYEBOW HOCUTENb - (PU3NYECKNA HOCUTENb OornpefesieHHOW CTPYKTypbl, NpefHa3Ha4YeHHbln Ans
pa3MeLlleHNs Ha HEM KJIlo4eBOW MHGopMauum (MCXOAHOW KoYeBOW MHGopMaunn). Pa3znn4datoT pa3oBbI
Kno4eBon HocuTenb (Tabnuua, nepdoneHTa, nepdokapTa M T.M.) WU K/AKOYEBOW HOCUTESb
MHOIMOKpPaTHOro MUCMNosib30BaHUA (MarHUWTHasa NeHTa, AMCKeTa, KoMnakT-auck, Data Key, Smart Card,
Touch Memory n T.1.);

- KJ1l04eBOWN 6/I0KHOT - Habop GyMarkHbIX KJIIOYEBbLIX JOKYMEHTOB OAHOro Buaa (Tabnuy, nepdoneHT,
nepcoKapT U T.M.), COPOLIIOPOBAHHBLIX N YMAaKOBAHHbLIX MO YCTAHOBJIEHHbLIM MpPaBuiaMm.

*(10) Nop KoMNpomMeTaunen KpUNTOKAYen B HacToAwen MHCTPYKUMN NOHUMAETCA XMLWeHne, yTpaTa,
pasrialweHne, HeCaHKLUMOHNPOBAHHOE KOMUPOBaHWE U Apyrue NpPOUCLIECTBUS, B pe3yibTaTe KOTOPbIX
KPUMTOKJIOYM MOTYT CTaTb AOCTYMNHbIMN HECAaHKUMOHMPOBAHHBLIM Anuam 1 (Mam) npoueccam.

*(11) MomewleHus, rae yctaHoBseHbl CK3W unn xpaHSaTCs KAOYEBbIE NOKYMEHTbI K HAM, B HAaCTOSALLEN
NHCTPYKLMN UMEHYIOTCS - CNeLnoMeLLeHuns.

*(12) TpeboBaHMA kK obecnevyeHU0 COXPAHHOCTU KOHMUAEHUNANBHOW MHMOPMALUN B CNELNOMELLEHNSAX
aHafnornyHol TpeboBaHUSAM K MNOMELLEHUSAM, rAe BbINOJHATCA paboTbl, CBA3aHHble C XPaHEHUEM
(obpaboTkoi) Takom uHhopMauun, W ycTaHaBaMBawTCca obnagateneMm  KoHdbUAeHUNaIbHON
MHopMaLn;

*(13) Mop depepanbHbLIMM OpraHaMu MPaBUTENbCTBEHHOW CBA3M M UMHGOPMauUUMM B HacTosLen

WHCTpYKLUMM NOHMMAIOTCA rnaBHble yrnpaBneHns OAMNCKU, ynpasneHusa OAMNCU B denepasbHbIX

OKpyrax, pervoHajsbHble YyrpaBJieHUs nMpaBUTENIbCTBEHHON CBA3W U MHPOpMaUUK, LEeHTPb
NpaBMTEesIbCTBEHHOW CBSA3W.

MpunoxxeHne 1

K MHCTpyKunn (MyHKT 26),

yTBep>XXAeHHO npuka3oMm OATICU

oT 13 ntoHa 2001 r. N 152

Tunosasa popmMa

XKYPHana nosk3emnaapHoro yyerta CK3WU,
3KCMNJyaTaUMOHHOWN N TEXHNYECKOW OOKYMEHTaL NN
K HAM, KJIIO4EBbIX JOKYMEHTOB ()19 OpraHa
KpUnTorpapmnyeckonm 3alnThbl)




N n/| HaumeHoBaHue |CepuiiHble HoMepa| Homepa |  OTmeTka o monyyeHuu | OTMeTKa o pacchbiike |
n| CK3W, | CK3W, |3k3emnns- | | (nepenave) |
3KCMyaTaUWoHHON | 3kcrnyaTaumoH- | pos | . | . , |
M TexHnyeckon | Holwm | (kpunTor- |OT koro nonyyeHsl| laTta v Homep |Komy | Oatau | Jatan |
LOKYMEHTaUumM K | TexHudeckoi |paduyeckue| wnam ®.U.0. |conposoauTtens-|paso- | Homep | Homep |
HUM, K/IOYEBbLIX | AOKyMeHTauum k |Homepa) | coTpyaHuka | Horo nuceMa |cnaHbl |conpogo-|noaTeepx-|
JIOKyMEHTOB | HuM, HOMepa | kfodeBbix |  opraHa | wwm pata |(nepe- |anTens- |neHus nmm|
| cepuin kntoueBLIX | BOKyMeHTOB | kpunTorpaduyec- | usrotoeneHns | aaHbl) | Horo |pacnucka |
| nokymerTos | | kol 3awmTel, | knouesbIx | | nucema | B |
| | nsrotosuslero | pokymeHTOB U | | | nonyyerunn |
| | | «knioyesble | pacnucka s | |
| | | nokymenTel | usroTtoeneHum | | | |
| | | | | | | |
1 | | | | 1 | |
1 | 2 | 3 | 4 | 5 | 6 | 71 8 | 9
| | | 1 | ! | |
T | T T 1
OTmeTKa 0 BO3BpaTe | DataesomaBs |[aTa BbiBoga |OTMeTKa 06 yHu4TOXeHUM CK3W,| MpumedaHue
peiicTBue  |U3 AeiicTBUSA | K/IIOYEBbIX AOKYMEHTOB
T | i T { |
DNaTa v Homep| [HaTa u Homep | | | Hata |Homep akTa nan| |
conposoauTe-| noaTeepxaeHua | | | yHuuTOXKEHMA | pacnucka o6 | |
nbHoOro | | | | | yHuuToxeHum |
nucema | | | | | | |
| | I | l | |
10 | 11 | 12 | 13 | 14 | 15 | 16 |
! ! ! | | ! |

MpnnoxxeHwue 2
K MHCTpyKuun (MyHKT 26),
yTBepxaeHHON npukaszom OAMNCHU PO

oT 13 ntoHsa 2001 r. N 152

Tnnosasa popmMa

XXKYPHasa nosk3eMnaapHoro yyerta CK3U,
SKCMayaTauMoOHHOW N TEXHNYECKOW OOKYMEeHTauuu
K HAM, KJ1I04EeBbIX 0OKYMeHTOB (ans obnagartend
KOHnaeHunanbHom nHpopmaunn)

T T T T T
N n/|HaumeHoBaHue CK3W, | CepuitHbie Homepa CK3M, |  Homepa | OTmeTka o nonyyeHun | OTMeTKa o Bbigade |
n |skcnnyaTaumoHHom u| skcnnyaTauuMoHHoW M | 3k3eMnnspos | | | | |
| TexHuueckoir | TexHudeckoir | (kpunTorpaduuec-| OT koro |faTa u Homep| ®.M.0. | HdaTtan |
| mokymeHTauum Kk | mokyMeHTauum K HUM, | Kne HoMepa) |nosy4yeHsl |conposoanTe-|nonL308a-|pacnucka 8|
| HuMm, KnoYeBbIX | HOMEpa cepuit KNOYEBLIX | KToYeBbIX | | nbHoro |Tens CK3U|nonyueHun |
| nmokymeHTOoB |  nmoKymeHTOB | [noKymeHTOB | | nucema | |
| | | | | | | |
1 | 1 | 1 | 1 |
1] 2 | 3 | 4 | 5| 6 | 7| 8 |
! ! ! ! I ! I |
| | 1
OTMeTKa o0 noaktodeHumn (yctaHoske) CK3U | OTmeTka 06 sbsaTUM CK3U u3 annapaTHbix | MpumevaHue |

| cpencTs, yHMUTOXEHUM KNIOYEBLIX OKYMEHTOB |
| |
| T 1 | | | |
®.1.0. cotpyaHukos| [ata |Homepa annapaTHbix | [ata |®.U.0. coTpyaHnkos |Homep akTa | |

opraHa  |nopgknodeHus |cpeacTs, B koTopble| n3baTUA | opraHa | wm |
KpunTorpaduyeckon |(yctaHoBkun) |ycTaHoBneHbl Unu K | (yHn4Toxe-| kpuntorpaduyeckoin |pacnvcka ob | |
3awmTel, | M noanucn |KoTopbiM MoakntodeHsl| HUs) | 3awmThl, | yHUYTOXEHMK |
nonssosaTtens CK3W,| vy, | CK3K | | nonb3osaTens CK3W, | |
npousBealInX |npou3Benwmx | | | nponssoanslNX | | |
noakniodeHne  |nogknouerue | | | wn3baTMe | | |
(ycTaHoBKy) |(ycTaHoBKY) | | | (yHnuToxenue) | | |
|

9 | 10 | 12 | 12 | 13 | 14 | 15 |




MpunoxxeHwne 3
K WHCTpYyKUMK (NYHKT 28),
yTBEep>XXAeHHO npuka3soMm OATICU

oT 13 ntoHsa 2001 r. N 152

TnnoBaa popmMa TeXHUYECKOro (annapaTHOro)
XKYpHasa

T T T T T
N n/| Bata | Tunwu |3anucm no | Mcronb3yemble KpUMTOKIIOHN | OtmeTka o6 |Mpumeya-|
n| | cepuithbie | o6cnyxuBa- | | yHuuTOXEHMM | Hue
Homepa | Huo CK3N | | (ctupanum) | |
ncnonb3y-| I | T I | I |
embix CK3U| | Twun | Cepwuithbii, | Homep pasosoro | JaTta | Moanuce | |
| |knoueBoro |kpunTorpaduyeckuii| knouesoro | | nonb3osa- | |
| | nokymeHTa | HOMep v Homep | HocuTens wau | | Tens CK3W | |
| | sk3emnnspa | 30HbI CK3U, B | | | |
| | | «kniouyeBoro |koTopylo BBEnEH®I | | | |
| | | mokymenta | kpunToknoum | | | |
| | | | | | ! | |
1 | 1 1 | 1 1 | |
1l 2] 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 |
| | ! I ! ! I ! |
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